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NIST Cloud Computing Program Goal

» Accelerate the federal government’s adoption of cloud
computing

— Build a USG Cloud Computing Technology Roadmap which
focuses on the highest priority USG cloud computing security,
interoperability and portability requirements.

— Lead efforts to develop standards and guidelines in close
consultation and collaboration with standards bodies, the private

sector, and other stakeholders.
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NIST MISSION:
To promote U.S. innovation and industrial competitiveness by advancing measurement

science, standards, and technology in ways that enhance economic security and
improve our quality of life
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*Standards Acceleration to Jumpstart the Adoption of Cloud Computing (SAJACC) in transition to private sector

NIST - INFORMATION TECHNOLOGY LABORATORY - CLOUD COMPUTING PROGRAM N

National Institute of
Standards and Technology
U.S. Department of Commerce




NIST Cloud Computing Special Publications

e CC Standards Roadmap ......ccoeeevuvnvenvennens 500-291
* CC Reference Architecture........ccceueu..n.... 500-292
 USG CC Technology Roadmap Draft......500-293
 CC Security Reference Architecture....... 500-299

* Guidelines on Security and Privacy .......800-144
e Definition of Cloud Computing .............. 800-145

e CC Synopsis & Recommendations.......... 300-146
Searchable as “NIST SP xxx-nnn”
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NIST Cloud Computing Security.
Working Group

* Do we need security (and privacy) In the
cloud?

 How important is to address security
Issues?

 |s security different in a Cloud
environment than a traditional IT

system?
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NIST Cloud Computing Security Working Group

ROSIEANOIAPUDBIICCOMIMENLSH

Draft NIST SP 500-299: “NIST Cloud Computing Security Reference

Architecture”

- in response to the priority action plans for the early USG cloud computing
adoption (see NIST SP 500-293: US Government Cloud Computing Technology
Roadmap Volume 1, High-Priority Requirements to Further USG Agency Cloud
Computing Adoption.) Yy

- provides a comprehensive formal model to serve
as security overlay to NIST Cloud Computing
Reference Architecture (NIST SP 500-292);

- describes a methodology for applying a
Cloud-adapted Risk Management Framework (CRMF)
using the formal model and an associated set of
security components (derived from the capabilities
identified in the CSA’s TCI Reference Architecture).
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NIST Cloud Computing
Security Reference Architecture

N

Risk Management Framework (SP 800-37, Rev. 1)
Step 1: Categorize Information System

Step 2: Select Security Controls

Step 3: Implement Security Controls

Step 4: Assess Security Controls

Step 5: Authorize Information System

Step 6: Monitor Security Controls (Repeat process as
necessary)

Cloud-adapted Risk Management Framework :

Step 1: Categorize Application/System to be migrated

Step 2: Identify Security Requirements, perform a Risk
Assessment to identify Security Components

(CIA analysis) & select Security Controls

Step 3: Select best-fitting Architecture for the System

Step 4: Assess Service Provider(s)

Step 5: Approve Use of Service

Step 6: Monitor Service Provider
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NIST Security Reference Architecture — formal model NIST Security Reference Architecture — security components

=
7 5 © o E o[ ([l R[CIm[alolrlalalsl T [0 v =
\ Cloud Provider \ Cloud Broker 1
Cloud Consumer : 2 L ? st i Consumer Prowider Broker | [Camier| [Budtai]
Primary Provider Intermediary rmsder\ Technical Broker i [Eodrodsoss [Ensposfenes [teadsane f o m E
- . o ; BO5S Fokes FE AR HEE AEE
Secure Cloud Ecosystem Orchestration l 5 BOSS |FumanFesoures Emploges Cods of Conduet PS5 B HENE AEE ><
Secure Functional Lavers Secure Service Lavers 33 BOSS |Complance R sl T e e AEE s
- 40 BOBS | D Governance Tiata Dwnership - Fersonnel RA w7 % DR ARD B
M software asa Senice (52aS) ' SaaS ) Saas ) 41 B85 [Dars Govemance s e e elals] [ereTe]| [alals B
Paas x ¢ - 12 |BOSS [Secuty Moo Wianaged[Dutzourced] Secuy | [=alx] [al#x =Te]e B
Platform as a Service (Paas) PaaS ] Paas i 4; BOSS [LegalServies Coriaets SA FAEE AEES AR %
- 3 nd 44 BOBS [ Secuy Montora HeneyPat 5C AR A A A
1aaS I tnfrasuce asa Service (1aas) ] ) ) o oSS |Secum b | e TRE R DS o alE [ElElE 5
g 4 4 BOSS | Data Govemance. Fiules for Diata Hetention E] AR AR &
~ BOSS [ Security Monitoring SIEM Flatform El EER ENERE] A
ud 2 l‘ 47
c 5"‘”",‘“\ : Secure Cloud Service Secure < s 'BOSS [ Seauiity Manitoing i Fhizhing & el s ala B 3
onsumption Mgm . e z
S Secure Resource Management Cloud = T8 b PII Actoks Analysis validated .~ Actors Analysis reorg CC Ecosystem validated ccHl4[ M ] H
Abstractionand i Mapplng = = o EG R T a K LW WO P o
Control Layer = == M ) o I T 2 ot
Secure Portability/Inte 3 ColFro[Bk[ U| [ColFra[Bik] U| [CofFroEd] U
T COI I |p0nent 36 ] Outof- The-Bor (OTE) Auth_| 1A % B G AlwlB
2 27 S EAM Prviege g [ | [#]=]® FAFAL] EAFEE) \
Secure Physical . 293 % AM Priviege Password Vauling A 3 ® )
ResourceLayer arch itectu S T e e e Hammerk RS B & W
d Auditor | s Tam B e e & ¥ E = B
SRS ol T — L1 : : :
s Auditi
ecure Anditing Facility a0z SEAM z Ereptions o ] W = o w
Environment 304 $%RM Selt Assessment i A = X
7 305 SEAM Ywiose: Mmgemert R Db /. X A
| / Business Br\{ker 308 SERM Y Threat s Vainrabiy Pl Maregemest eppicaan e [l=iel ] [®lxlel | [rlxlel | [a
07 Infrastructure. 3 % B A |E & w8 B
08 s [Clnle EANA ] s lule A
aternal H B E] " E A B
| Secure Transport Support J £ | = E ] =
H4rm Actors Analysis validated Actors Analysis reorg CC Ecosystem validated CC Ecosystem reorg 800-53 r4 control families 800-53 r4 controls

Cross Cutting Concerns: Security, Privacy, etc

NIST Reference Architecture TCIl Reference Architecture

Cloud Provider

Cloud Cloud Orchestration
Consumer

Cloud
Broker

Sevice Layer Cloud Service
$2a8 Management )

Service
Intermediation

Cloud =
Auditor Iaa$ ] .

Resource Abstracti d Control -
ction and Cons i
Aud.n ] Layer ' o
Privacy Impact Physical Resource Layer

Audit 2

Performance
Audit

A

Cloud Carrier

Cross Cutting Concerns: Security, Privacy, etc

NIST - INFORMATION TECHNOLOGY LABORATORY - CLOUD COMPUTING PROGRAM Nuﬁch!nsﬁtwe of

Standards and Technology
U.S. Department of Commerce




Cloud Provider Cloud

Cloud Cloud Orchestration ) N\ Broker

Consumer Cloud Service

Service Layer
Saas Management _
Service

Paas Business Intermediation
Cloud Support =

Auditor laas | 1)

Provisioning/ Service

. Y
Security Resource Abstraction and Control Configuration Aggregation
Audit ) Layer )

\
Privacy Impact .
Audit Physical Resource Layer Portability/

Hardware ] - Service
Performance | Facili Interoperability Arbitrage
Audit 1y

Cloud Carrier

Cross Cutting Concerns: Security, Privacy, etc

NIST - INFORMATION TECHNOLOGY LABORATORY - CLOUD COMPUTING PROGRAM s'cndar:::i:-':l?!;smm
U.S. Department of Commerce




10

NIST Reference Architecture <-> Business Models
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NIST Security Reference Architecture — formal model
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- NCC SWG leverages on Cloud Security Alliance’s Trusted Cloud Initiative - Reference Architecture
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TCIl Reference Architecture NIST Reference Architecture
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Security Conservation Principle

“The Ecosystem’s global set of security requirements
remains constant across Service types for the
same cloud computing use case.”

CONSUMER

Application

Platform Architecture

Virtualized Infrastructure
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Heat map that indicates:

» the Consumer’s risk associated with the lack of control over the implementation of the
identified-as-necessary security components or

» the Provider’s responsibility of implementing the identified-as-necessary security components
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— Ecosystem Orchestration (Use Case Example) -

. Use Case:
Cloud-adapted Risk . USG Agency plans the migration of their Unified
Management Framework : Messaging System (UMS) to the cloud.

Ecosystem Orchestration example presents:
1. UMS description & Categorization (Moderate IL)
2. Cloud solution analysis
* Identifies the security components
« Applies a Security Index System to security
components for CIA security triad
 Determines the Aggregated Security Index — a
global value used to prioritize the security
components’implementation.
3. Defines a high-level architecture
« Public SaaS —Technical Broker + Provider
4. Research Providers and Brokers with P-ATO | ATO
5. SA and SLA negotiation with Broker and Provider(s)
with ATO
6. Monitor Broker & Providers

Step 1: Categorize Information
System

Step 2: Identify Security Req.,
perform a risk
assessment to identify
security components
(CIA analysis) and
select Security Controls

Step 3: Select best-fitting
architecture

Step 4: Assess Service
Provider(s)

Step 5: Approve Use of Service

Step 6: Monitor Service Provider
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Security Index System
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NIST Security Reference Architecture

= Gloud-adapted Risk- Management Framework and the FedRANVIP.A&A Process -

RISK EXECUTIVE FUNCTION ASSESSMENT & AUTHORIZATION FUNCTION
Organization-Wide Risk Governance and Oversight Federal Risk and Authorization Management Program
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i1 CloudComputing Description
Web
[5* Create New Topic The formation of NIST Cleud Cemputing Security Working Group (NCC-SWG) iz an integral part of the owverall NIST effort to faciltate secure adoption of cloud
£ Index zervices for United State Government (USG).
O, Search
+ Changes . .
B4 Motifications Objectives
EY Rs5 Feed
| Statistics Cleud computing has the potential to offer good cost 2avings both in terms of capital expenses (CAPEX) and eperational expenses (OPEX) as well as leverage
& Preferences leading-edge technologies to meet the information processing needs of USG. However, the change in contrel dynamics (both in terms of ownership and
management) with rezpect to [T rezources poges 2ecurity challengses. The objectives of NCC-5WG are:
Webs 1. Gather input from all stakeholders (beth within USG and Industry) regarding security concerns in Cloud Computing services.
CloudComputing 2. Anahyze/prioritize a lizt of challenging 2ecurity requirementz that may delay or prevent adoption of Cloud Computing 2ervices by federal agencies.
Idain 3. Provide, when availabls, a description of practical approaches for mitigation and/or pointers to existing works that can lead to mitigation fer each
Sandbox challenging =ecurity requirement.
TWiki 4 Define a Security Reference Architecture that supplements the NIST Reference Architecture and Taxonomy described in the MIST SP 500-2583.

Deliverables

Target Date

1. The completion date for the "Challenging Security Requirements for US Gewvernment Cloud Computing Adoption”™ document iz June 1, 2012,
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1. SP 500-299 (draft): posted for public comments (deadline for
comments - July12, 2013)

Address public comments

3. Publish SP 500-299

N

Key Management is a Cloud Computing Environment

Determine if necessary to collect, aggregate, validate, analyze
data and present the findings in the SRA or supplemental

documents all types of deployment models :
o Private Cloud instance
o Hybrid Cloud instance
o Community Cloud instance
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Cloud Security - future related work

NIST Security Reference Architecture — security components
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NIST Security Reference Architecture — formal model
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ISO/IEC based

|SO/1EC Security Reference Architecture — formal model
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ISO/IEC Security Reference Architecture — security components
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ISO/IEC based '+
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ISO/IEC Security Reference Architecture — formal model  ISO/IEC Security Reference Architecture — security components
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Dr. Michaela lorga,

NIST, ITL, CSD

Senior Security Technical Lead for CC "I
Chair, NIST Cloud Computing Security WG

Co-Chair NIST Cloud Computing Forensic Science WG
michaela.iorga@nist.gov

301-975-8431

NIST Cloud Computing Collaborative Twiki:

http://collaborate.nist.gov/twiki-cloud-computing/bin/view/CloudComputing/CloudSecurity

NIST Cloud Home Page: http://www.nist.gov/itl/cloud
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