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Biometrics and Big Data Analytics

James Loudermilk




Elements of Human Identification

Biographic
Height Weight  Eye Color
Hair Color  Age

G/IMRL Address Driver License
""" s : School Records

Skin Pattern DNA ¢ Financial Records

kin Luminesen Phone Records Passport
Medical Records

Tattoo Tax Records

Personal Network

Behavioral



Primary Criminal Justice Identification
Modalities

Fingerprints
Since 1904

Face Matching — Sketches/Mugshots
since 1800’s, Emerging as a Biometric

DNA Analysis
Since 1988



Large Scale Biometric Systems

_ . Integrated
Identification Combined DNA Automated Automated Face

Automated i Fingerprint Detection and
G e s ndex system Identification Recognition
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Fingerprint Based Identification




» 106 Million Subjects on File
e 67 M Criminal
e 39 M Civil
e ~ 195 TB fingerprint identification data

» 170 K Search requests / day
e 55% Criminal & National Security
e 45% Civil Background Checks
e Record 300, 113 in/297,816 out - 4/2010

» 100% received electronically since july 2012)
» 16% “lights out”

» Special Concern Search ~ D sec
» Criminal response: ~ 6.1 min
» Civil response: ~ 60 min

» = 16,400 Fugitive Hits/Month

FBI Fingerprint Identifiéation Services

BSS is housed at FBI facilities in
Clarksburg, WV



Next Generation Identification (NGI)
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Advanced
Technology
Workstations

*Replace obsolete
hardware

*Provide high
resolution of
biometrics

/ Complete
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Advanced
Fingerprint
Identification

e |dentification
Fingerprint
Search
Capability

*More accurate
searches

*Better support
for rolled/flat
processing
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RISC and
Initial NGI
Infrastructure

*Repository for
Individuals of
Special Concern
(RISC)

*Rapid mobile
searches

*RISC Web
Services
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Palms and
Latents

Investigative
Palm Print
search
capabilities

*National Palm
Print repository

Latent
Enhancements

*Unsolved Latent
File cascaded
searches

*Rapid DHS CBP
response

1}._1 In Progress

N

Rap Back,
Facial,
Photo/SMT
Search

* Faster Response
Times

e Facial and SMT
searches

*|AFIS
Functionality
Replaced

« Verification

*Enhanced
Interoperability

« Disposition type of

transactions
*\Web Services

In Progress

Iris Pilot

* Conduct Iris Pilot

\

Technology
Refreshment




NGI Through Increment 3

NGI Servers NGI Legaw IAFIS

» =~ 1100 NGI Blades Total '
|

» 4 Core Blades
» 30 Racks, 850+ Blades
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» Average 9oo searches per day
> 1,074 on 9/27/2012

» Over 855,000 Searches

> Average Red Hit Rate: 6-10%
> Wants 72%; SOR’s 28%

» AVG Response Time: 5.1 sec.

» 13 States/532 Agencies Participate
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Face Matching and Lead Generation

The side
panel shows
each unique,

Red bars

indicate a containing the
portion of selected in the sid
in green

e ., !

video 1
containing, b
" '
any face

K M. WS MG b DGR T9 K B




pmp———

Face Matching Lead Generation

» NGI National Law Enforcement Booking Mugshot Search in Increment 4
% Investigative Leads; NOT Positive Identification
% Database: Criminal Mug Shots Taken by LE Officer During Booking
% Coordinating Bulk Submissions from States and Federal Agencies
% Potential for 160+ M Criminal Mugshots (frontal & profile) ~ 10 TB

» Universal Face Workstation

» Interstate Photo System Facial Recognition Pilot (IPSFRP) Underway
¢ 17+ Million Local/State/Federal Searchable Photos
% 22,500+ Search Transactions Processed
% Michigan Participating
% 11 More States and US Border Patrol Plan to Participate in Pilot

» Face Analysis , Comparison and Evaluation Services (CJIS/BSS/FACE)
% Limited to FBI Casework Support
“ Beyond Mugshots Provides DMV Photo, DOS Visa, and other Searches
* FR Search access to ~ 267.5 million images
% Support Requires an Investigative Predicate
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DNA Analysis — Not Big Data / Big Analytics

e 12.2 million known subjects

e 515 thousand forensic profiles

e CODIS Record is 54 bytes

* Rapid DNA Analysis Technology

e SCOTUS 6-3-2013 Maryland v. King Decision




Mar land v. King

Supreme Court of the United gtates

June 3, 2013

“When officers make an arrest supported by probable
cause to hold for a serious offense and they bring the
suspect to the station to be detained in custody, taking
and analyzing a cheek swab of the arrestee’s DNA is,
like fingerprinting and photographing, a legitimate
police booking procedure that is reasonable under the
Fourth Amendment.”




Likelihood of Hits a Function of Database Size

Hugely Effective Investigative Aide - FY 2013
* 4,880 Case to Case Hits
* 3,096 Interstate Hits
* 24,079 Intrastate Hits

Poised for Substantial Known Subject Increase
 ~ 1 Million Known Subject Increase FY2013
* ~ 63 thousand Forensic Subject Increase FY2013
* ~ 8.4 million federal arrest cycles annually
» Committed by =~ 5.9 million persons
» ~ 2 million persons with first criminal encounter
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State of the Art Biometrics Excellence Roadmap

Various available technologies with varying levels of application maturity
&= Direct contact and short range—DNA, retina, iris, fingerprint, hand geometry,
DNA signature (cooperative mode)

Many biometrics have

<= moderate accuracy for
identification

Notional Accuracy

Non-cooperative or
surveillance mode

[
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Other Investigatorgf Biometrics

Handwriting Scent




15T Generation Biometrics

 Hand Geometry

e Computer Keystroke Dynamics

e Skin Patterns
e Gait

>nd Generation Biometrics

» Electrophysiological

> electrocardiogram (ECG) - heart activity

Many Other Biometrics Available

> electroencephalogram (EEG) - brain activity |_ Currently Direct

» electromyogram (EMG) - muscle activity

Contact Required

> electrooculogram (EOG) - eye movement

e Vein Pattern

e Ear Shape

e Anthropometry

e Dental

e Skin Luminesence

e Simultaneous Face and Iris
e Face / Iris at a Distance

e Scent

 Periocular

e Cheiloscopic

* Bone Acoustic Resonance
e Skin Impedance

e Cardio-Thoracic

e Phonomyogram

e Facial Skin Thermography
 Skeletal SAR at Distance



Assessing Modalities & Teéhﬁologies

[s it consistent with law and public policy

What are the privacy & civil liberty impacts

Can it realistically be introduced
» Source of known subject database

» Point of collection issues

Does it materially advance existing capabilities

Would it significantly support other missions

Does it provide substantial new useful capability

Is it cost effective






Crowd Sourcing Leads to Big Data
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Crowd Sourcing is Not New
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* Nearly everyone carries a camera Video Storage Demands

(if only in their mobile phone) : /
* Personal engagement = big response
» Camera resolution has exploded £ /
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QCIF

CIF
QVGA

D1
424/25P
424/30P
VGA
720/30P
1080/30P

1080é/30P
iFRAME
iPhone 5

A major incident in a crowded, media covered, venue yields 100’s of terabytes



Video Analytics Issues

* Collection of Still & Video Evidence

 Sharing and Storing of Video Evidence

* Organizing Video Evidence

. EXplOitil‘lg Video Evidence (still largely brute force)

* Managing Video Analytics During A Major Event






Biometric Systems Difficult to Scale

» At capture it is unstructured data;

» Once features are extracted limited structure emerges;

> It is difficult to reduce the search space;

> Parallel image and feature improvement programs
while maintaining traceability;

» Retention over long periods;

» Search difficulty increases non-linearly with repository;

» Limited Quality Control over Contributors; and

» Challenging to assess impact of algorithm change
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e Shifting Focus from Biometrics to Identity

» Continuing Importance of Interoperability
 Steady Improvement in Face Matching Accuracy
* Crowd Sourcing

* Video Analytics

* Point of Encounter Biometric Query

» Mutilated and Surgically Altered Fingerprints
 “Rap Back” Impact on Civil Files

» Speaker Recognition & HLT

e Other Biometrics and Forensics
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