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About Splunk Inc.

Company (NASDAQ: SPLK)
Founded 2004, first software release in 2006
HQ: San Francisco / Regional HQ: London, Bethesda
Over 1000 employees, based in 12 countries
2013 Revenue: $289M (YoY +50%)

Business Model / Products
Free download to massive scale
Splunk Enterprise, Splunk Cloud, Premium Apps
Hunk: Splunk Analytics for Hadoop

7,000+ Customers
Customers in over 90 countries
Hundreds of Federal, State, and Local agencies

Largest license: Over 150 Terabytes per day

ET /product f;r_rr:en's‘prudwt_irj:ﬂ-mm-amgn,;;},:;:i‘:f‘j‘,“

4.0 (compatible; MSIE 6.0; Wadons I 53,50, W0t @ : N | "
) (compatible; MSIE 6.0; Windons T 51, V1; HT0I G Splunk>|l5t9ﬂ to your data

| ADFF8 HTTP 1.1° 200 3439 Windows 7 51,50, I QLhe

mpatible; MSIE 60; Windons 51, 0 RILSHLL




analytics for

Hadoop

Hun

Scloud

Splunk app for

()]
n
o
&
o
C
Qg vV
P -~
cC >
Ll C

(dJ]
X 1
cC 1
S5 M
—~ |
o 0
A M

splunk

splunk>

data

platform for

Industry
leading
machine

splunk>6




A Platform for Security Intelligence
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- -~

INCIDENT SECURITY & REAL-TIME REAL-TIME FRAUD INSIDER
INVESTIGATIONS COMPLIANCE MONITORING OF MONITORING DETECTION THREAT
& FORENSICS REPORTING KNOUN THREATS OF UNKNOWN
THREATS

Looking Past Traditional SIEM Use (Cases
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An App Architecture (a la SFDC)
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The Splunk Security Intelligence Platform

Structured and Unstructured
Machine Data

2 @

Behavioral Security Use Cases

Online i . Fraud/Insider
Services Forensic Security .
Web - . .. . Compliance Threat
& Services : Investigation Operations Detection

Security
Servers .

Networks
E-
. Desktops =
Storage '
- o@
L Telecoms
Online
Shopping

Cart

Call Detail -4t
A |

; . II‘u.'l'..‘ p
Web e .
DD Clickstreams Records -"'I.l
E] g o —— p— S .
HA Indexes Commodity
Smartphones
and Devices and Storage Servers
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The Physical Architecture and System
Requirements

Data ingest / Real-time
Search / Analyze / Alert
Visualization / Report

Scale
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Two Choices for Big Data Architecture
-- For Now
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MapR / Hortonworks

MAPR's COMPLETE DISTRIBUTION FOR APACHE HADOOP

MAPR CONTROL SYSTEM

MapR Heatmap™

= [

LDAP, NIS
Integration

Sqoop

Quotas, Alerts,
Alarms

CLI, REST API

Integration

O DEPENDABLE
’

1 Gangla |

Direct Access NFS™
Realtime Dataflows

* |Distributed NameNode HA™
JabTracker HA
# Direct Access NFS™

‘MapR's High Performance
MapReduce
Direct Shuffle™

MapR Volumes

Mirroring and
Snapshots

Data Placement Control

Local Mirroring

MapR’s Lockless Storage Services™

OPERATIONAL
SERVICES

DATA
SERVICES

AMBARI

FLUME
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Cloudera / Zettaset

Big Data Ecosystem

Cloudera's Distribution for Hadoop

Ul Framenark
Yerkow Schei
Data Languages, Compilers Fast

read/write

Integration /
: L‘Phaﬂ@mﬁr access .
MapReduce

Hive

ASYaH
pda@yoo
Bid

i
i
3

High Ayailability
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IT Infrastructure
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Architecting the Brain for Big Data

Connecting to a Big Data Mind Set

] GET /product screesproduct iV IRy 0

3/4.0 (compatible; MSIE 6.0; Widoms HT 51, ¥, 71 LGE 0 s | k ;
JFF4ADFFS HTTP 1.1-200 439 Wados 1,0, ELSURETEE Sp UNK > listen to your data
0 (compatible; MSIE 6.0; Windos I “;m;lmn?m gL &




The Human Factors in Patterns and Paradigms

« Delivering consistent results are impeded by existing organizational structures,
ways of thinking, product portfolios and life cycles.

« Two basic issues in human interpretations are well-supported by academic

research:

— theinclination to ignore subtle signs altogether or interpret them selectively to
support the pre-existing "model,”

— the tendency for less-experienced individuals to constantly seek additional
information and input despite already having all the necessary data

« Presents problems for rules-based systems (where rules determined by
humans)

« Using data analytics and mathematics doesn’t require patching and is generally
considered future proof
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A Process for Using Big Data for Security:
|dentify the Business Issue

1. Identify the business issue i ]

\

Y - What does the agency care about?

« What could cause loss of service or loss
of life?

« Performance Degradation

- Unplanned outages (security related)

« Intellectual property access
« Data theft
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A Process for Using Big Data for Security:
Construct a Hypothesis

e How could someone gain access to
data that should be kept private?

2. Construct a hypothesis to be tested ﬁfj‘  What could cause a mass system
outage does the business care about?

&
degradation resulting in an increase in

customers dissatisfaction?

ET /product f;r_nzen'z‘prndnxt_id:ﬂ-mm-Elstlm:L;.;::f A

4.0 (compatible; MSIE 6.0: Widoms NT 51, $V1, H70H1GR stpimasy < ”
(compatible; MSIE 6.0; Wadows 15, iy Splunk>llstentoy0urdata

| ADFFS HTTP 1.1 200 3439 Windows T 51, 51 JT01 ek

compatible; MSIE 6.0; Wndows 1TSSV EUSEE Ly e



A Process for Using Big Data for Security:
It’s about the Data

*  Where might our problem be in
evidence?

e For data theft start with
unauthorized access issues...

e Facility access data, VPN, AD,

g Selectthe relevant data sources, provide Wireless, Applications, others...
» subject matter expertise

 Beg, Borrow, SME from system
owners
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A Process for Using Big Data for Security:
Data Analysis

For data theft start with what’s normal
and what’s not (create a statistical
model)

How do we ‘normally’ behave?

What patterns would we see to identify
outliers?

Patterns based on ToD, Length of time,
who, organizational role, IP geo-lookups,
. the order in which things happen, how
4, Determine the analysis to be performed often a thing normally happens, etc.

.
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A Process for Using Big Data for Security:
Interpret and Identify

5. Interpret the results il
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What are the mitigating factors?

Does the end of the quarter cause
increased access to financial data?

Does our statistical model need to
change due to network architecture
changes, employee growth, etc?

Can we gather vacation information to
know when it is appropriate for HPA
users to access data from foreign soil.

What are the changes in attack patterns?
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Supporting Agency Mission with Big Data
Analytics
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eRegulations Insights . e

Overview Agencies Regulations Influencers Phrases, . - Explore " How.it Works

Agencies Insights
eRe g u / a t, ons This page allows you to explore federal agencies and regulations through real-time visualizations, using open data retrieved directly from Regulations.gov and powered by Splunk. Below you'llfind details on
. the most popular agencies, including comments over time, agencies with the most duplicate comments, and the most liked regulations based on sentiment analysis scores.
Insi ) hts tap S Click on any of the panels below for mare details, or use the Aency Explorer to explore on your own!
into nearly 1.2
million
comments 121 1,207,661 48,613 January 01,2012 to June 16,
) GOVERNMENT AGENCIES TOTAL COMMENTS UNIQUE COMMENTS 2014
received by 18 THE TIME PERIOD COVERED
federal agencies
since the Popular Agencies
b eg I nn I n g Of Consumer Financial Protection Bureau

Centers For Medicare & Medicaid Services

2 0 1 2 Federal Aviation Administration

Food And Drug Administration
National Oceanic And Atmospheric Administration

Animal And Plant Health Inspection Service

Department Of State
4 Fish And Wildlife Service

Environmental Protection Agency
Internal Revenue Service
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Medical Supply Chain Fraud and Abuse

15% of Medical professionals undergo some form of medical addiction during their
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careers.
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Prescribed to
Patient

Delivered by
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806 Meter Locator Maps - SCADA for Energy and Petroleum - Splunk 4.3 A

L4 '_+_ i http:/ flocalhost:8000/en-US/app/scada/ map_dashboard B ¢ |(Qr Coogle B - @]

&3 [0 ¥ Splunk VPN Splunk TWIKI Splunk JIRA OWA SFDC localhost: 8000 Splunk 4.3 Splunk-reload

AT . I Administrator + | Manager | Alerts | Jobs | Logout

Dashboards »  Search view ~

@ Help | About

Meter Locator Maps { | | Edit |m

Google HM——UL

Details <1mago
Location = count ¥
ETX_021580A 188
ETX_015058-01 155
ETX_021053-01 128
ETX_021913A 122
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800 Meter Detail - SCADA for Energy and Petroleum - Splunk 4.3
4| pr ‘ | + ﬁh{tp:,’Hocalhost:BDOD}en—US}appIstadaJ'meter_dn'llduwn?q=search%2{)index%3Dscada%znsour(el\rpe%_’.D%ZZBSAP%ZE%ZDLocation%ZD% ¢ Q- Google ) l QJ

1'ms,

e [0 Splunk VPN Splunk TWIKI  Splunk JIlRA OWA SFDC localhost: 8000 Splunk 4.3 Splunk-reload
Spll.lnk > SCADA for | 1 Fetroled Administrator | App -  Manager | Aleris | Jobs | Logout
Dashboards ~  Search view ~ @ Help | About
Meter Detall [ | RN o |
Protocols in Use at This Location <1image L o
r Meter Characteristics Model 9200 - Electronic Oil Meter
# prev 2 3 4 5 & onexts

Model 9200 - Electronic Oil Meter
_time = Lecation +  host = Index = linecel

JBM211.56:13742PM  ETX 0401027 jblake-mbp15.jocal scada 1

Manufactured by:

« Max Pump Pressure: 1000 ft/lbs
3512 11:58:13.671 PM ETX_040102A jblake-mbp1S.Jocal scada 1 + Max Meter Temp: 1200 F

+ Manufacture Date: June, 2008
35M1211:56:13.573PM  ETX_040102A jblake-mbpi5ocal scada 1

Technical Service Bulletins
3i5M2 11:57:19.301 PM  ETX_D40102A jblake-mbpi5local scada 1

. ) Currently none on file by the manufacturer
3512 11:5718.193PM  ETX_040102A jblake-mbpi5local scada 1

JBMZ115719.135PM  ETX 0401027 jblake-mbp15.jocal scada 1
IBMZ11ETA 1T PM ETX 0401027 jblake-mbp15.jocal scada 1
IBM2115719.046PM  ETX_040102A jblake-mbp15.jocal scada 1
3/5121157:18.505 PM  ETX_040102A jblake-mbp15.ocal scada 1
3512115718502 PM  ETX_D40102A jblake-mbp15.ocal scada 1

View results
Realtime SCADA events <1m ago
oo ll2 5 4 5 8 e

_time 3 Location = host = Index + linecount = source ¥ sourcetype = splunk_server = _raw ¥
3512 11:58:13.742 PM ETX_D40102A jblake-mbpi5jocal scada 1 loptisplunki43/scadasplunk/etc/appsiscadaliogs(BSAP.log  BSAP jblake-mbp15.jocal 23:58:13,742 BSAP 1 [088] 3, ETX_0401024,COMPLETE Response! start 1: length 94
3/5/12 11:56:13.671 PM ETX_040102A jblake-mbp15.ocal scada 1 Ioptisplunk/43/scada’splunk/atc/apps/scada/iogs/BSAP.Iog  BSAP jblake-mbp15local 23:58:13,671,BSAP,1,[d88] 3 ETX_040102ARX: 5268 79 6d 6573 20 77 69 74 66 20 42 65
3512 11:58:13573PM ETX_040102A jblake-mbpi5local scada 1 Joptisplunk/43iscada/splunk/etc/apps/scadaliogs/BSAP.Jog  BSAP jblake-mbp15.Jocal 23:58:13,573,BSAP,1,[dB6] 2, ETX_0401024,TX: 52 68 79 6d 6573 20 77 63 74 68 20 42 65
3/5M2 11:57:19.301 PM ETX_040102A jblake-mbpi5.jocal scada 1 Joptisplunk/d3/scada/s plunk/etc/apps/scadallogs/BSAP.Jog  BSAP jblake-mbp15.Jocal 23:57:19,301,Pccu,1,[dBB] 2 ETX_040102A,TX(52): 71 63 77 56 Ta 35 30 e 36 6d 65 45 31
H5M211:57.18.193PM  ETX_040102A jblake-mbpi5local scada 1 Joptisplunk/43/scadals plunk/etc/apps/scadaliogs/BSAP.Jog  BSAP jblake-mbp15.Jocal 23:57.19,193,Pccu,1,[dB8], 2 ETX_040102A,TX(51). 776b 54 4d 4B 79 6c 59 724b 70 Ba de
3512 11:57.18.135PM  ETX_040102A jblake-mbpi5ocal scada 1 Ioptisplunk/43/scadalsplunk/etc/apps/scadallogs/BSAP.log  BSAP jblake-mbpi5local 23:57:18,135,Pecu,1,[dB6] 2 ETX_040102A,TX(50): 41 5a 34 76 55 65 6b 45 68 40 61 74 6c
3512 11:5718.117 PM  ETX_040102A jblake-mbpi5ocal scada 1 Ioptisplunk/43/scadalsplunk/atc/apps/scadaliogs/BSAP.og  BSAP jblake-mbpi5local 23:57:18,117,Pecu,1,[d86] 2 ETX_D40102A,TX(48): 724550 59 526a 7O TB 3665 4d 78 43
3512 11:5715.046 PM ETX_040102A jblake-mbpi5local scada 1 Joptisplunk/43iscada/splunk/etc/apps/scadaliogs/BSAP.Jog  BSAP jblake-mbp15.ocal 23:57:19,046,Pccu,1,[dB8] 2 ETX_D40102A,TX(48): 62 30 62 66 TO654d 6571 6a Ta 46 6a
3512 11:5718.855 PM ETX_040102A jblake-mbpi5local scada 1 Joptisplunk/43iscada/splunk/etc/apps/scadaliogs/BSAP.Jog  BSAP jblake-mbp15.local 23:57:18,985,Pecu,1,[dBB] 2 ETX_D40102A TX(4T): 77 31 4f 51 31 7660 46 4f69 41 6b 48!
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sandyresearch | App -  Manager = Jobs

Hurricane Sandy Social Media Insights

Social media for TueetCount smago
emergency Between October 22 - October 3, 2012 during Hurricane Sandy, 7, 397,429 messages about Sandy were posted on Twiter. Thess are some Insights.
management >7/M
tweets Beo o chring e ks By N PR— tmago
* How fear "o
changed as
Hurricane Sandy |
approached
How many w0
people asked for ol
help over time -
Critical Supplies )
sentiment P e
analysis undscosed & female s
Rate of people .
evacuating over
time.
200
o :I,* A A

o A

at0ct20  StOct2?  SatNewd  SatNovld SatNovl?  SatNev2d
2012
This chart shows a breakdown of "fear" related tweets over time by gender.
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Monitoring Data Access for HIPAA

Monitor and report on EHR access based on three factors

Temporal

The time element
of access

Situational

Positive caregiver /
patient assignment

Appropriate
Caregiver / patient
relationship / User role

] Perron ; We Care Hospital

Corfiuaions Paterks Adity Accessores Reports Window Help Qut

g 8§ J LB b EE R S
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| General Nane jActich Mehia W 35Yeqs  Lontact 27641608, SHET468434
Office Case [ Last Vit o Vists
Clack In Clock Out History T Frthame MiddeHame  LastNane ] Az
q 8 q Cases Asith [tehta |{&n o (27000
Visits Bith Dale. g Motk Redgion Ml Status
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Medical Device Supply Chain Insights

Device
Manufactured

Prescribed
to patient

ippedi | _~ 'Returned
to Physician to iRhythm

Tracking Medical
Device Supply
Chain to to Drive
Critical Insights

Patient Behavior

Prescription
Patterns

Supply Chain
Analytics

Defect Tracking




Understanding Insider Threats with Splunk

Direct Match /
Statistical Outliers Personal Context Correlation

Rare network printer Unused Vacation - 24 *Use of ‘back door’ and
use (the one not months or longer default accounts )
closest to employee) Credit score falls 200 ABEEE O [Ele
Changes in web points diagrams and code

surfing data / site type Marital status change — IE[pesliollcs

: ) *Monitor physical access
ratios emotional stress pny

Activities unusual D w— logs to unauthorized
7

times of day supervisor, transfer systems / locations

Know malicious intent
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