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State of the Alma Open Platform
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Ex Libris Open Platform

Ex Libris is committed to apen
platform, which includesupport for
Integrations via open standards and RES
APIsThis support enables institutions to
Integrate Ex Libris solutions with local
systems, create innovative services,
Increase the value of the library, and help}
meet the institutior@ goals and objectivesy®

© 2020Ex Libris | Confidential & Proprietary 4



Alma Open Platform

%
Integrations & Standards
A Widely adopted A Sound REST practices
standards A Data

A Configure integrations A Workflows

with other systems
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A Blog

A Forum
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Open Platform in Numbers
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50+

Standards supported

by Ex Libris products

oM

REST API calls made by

Institutionsevery
single day
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Recently Released in the Open Platform

Authentication
OpeniID Connect & SAML
JIT User Provisioning

API for Integration Profiles
?@ Retrieve information about
Integrations

Print Daemon

App extension to print

automatically from queue
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APl Management
Control API access by API
and improved reports

Invoice Attachments API
Retrieve the contents of
attachments on invoices

Cloud Apps
New framework for
developing and hosting apps

7\
ExLibris



Coming Soon

Integration Transforms REST APIs

Easier integrations Ability to include an Continual API New Cloud Apps will
with an Ex Libris XML transform as part improvements, continue to offer
hosted file transfer of an integration including support for efficiencies,
service for every profile logical sets of users integrations, and new
Institution and network zone sets functionality
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Open Platform Highlights
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Open Platform Highlights

Authentication
New support for
OpenID Connect and
JIT SAML user
creation
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D

APl Management
New reporting and
control options

10

Cloud Apps
New framework for
writing and hosting
apps in the Ex Libris

cloud
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Authentication Updates

AAlma now supports OpenID Connect as an
authentication protocol for institutional
identity providers

AOpenID Conneds an authentication layer
built on top of OAut.0

ASupported by providers such as AQth
Okta, andOpenAthens
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https://openid.net/connect/

Authentication Updates

AAlma introduced justn-time (JIT) user
provisioning/seHregistration support
for SAMEbacked institutions.

AJustin-time (JIT) means users can be
created in Alma only when the patrons
log in to receive services.

AAlma also supports updating user
Information on each login, allowing the
user record in Alma to remain up to date
with the record in the identity system.

TN
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Resources: Authentication
AOpenID Connect

A Backaround 9

A Documentation
A Blog

ASAMLIJIT User Provisioning
A Documentation

A Blog —

A Authentication Update Blog —d
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https://openid.net/connect/
https://developers.exlibrisgroup.com/alma/integrations/user-management/authentication/inst_idp/openid_connect/
https://developers.exlibrisgroup.com/blog/defining-an-auth0-app-for-openid-connect-authentication-with-alma/
https://developers.exlibrisgroup.com/alma/integrations/user-management/authentication/inst_idp/saml/#checking
https://developers.exlibrisgroup.com/blog/saml-jit-just-in-time-configuration-sample/
https://developers.exlibrisgroup.com/blog/authentication-update/

APl Management

Three features added from NERS requests: 9
AAPI History: Limit by Date Range

AAPI History: Detailed Log Files
ALimit API Key to IP Range

7N\
© 2020EXx Libris | Confidential & Proprietary 14 EXLplqb[IpSv



API Historyc Limit by Date Range

Reports

Overview Today History

API Traffic History

Group By: AP Area From:|04/09/2019 (| To:| 09/09/2020 8] c [ Download in CSV

10,000

- WMWMMWWWWWWWJMWWWW

memwwwww—

A ol - AA
October 2019 December 2019 February 2020 April 2020 June 2020 August 2020
—— X ——acq —— analytcs ——bibs ——conf —— courses —— electronic ——items —— pnxs 12 p
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API Historyg Detailed Log Files

L e Al Py i
October 2019 December 2019 Fi

Add/Ed it API Key —— X ——acq ~—— analytcs —— bibs

Available log files

* TR_INTEGRATION_INST.5d0cf2.2020-06.log
* TR_INTEGRATION_INST.13522¢.2020-06.log
* TR_INTEGRATION_INST.5d0cf2.2020-07.log
* TR_INTEGRATION_INST.13522¢.2020-07.log
Enabled () * TR_INTEGRATION_INST.5d0cf2.2020-08.log
* TR_INTEGRATION_INST.13522¢.2020-08.log
* TR_INTEGRATION_INST.5d0cf2.2020-09.log

Name All read-only to Prod

Description

Save detailed

log files o TR_INTEGRATION_INST.13522¢.2020-09.log

Allowed IP Optional - Only requests within the IP Range will be allowed. CIDR format (Example: 1.2.3.4/32)
Range

Restriction Optional - the code of the Integration Profile which limits access to specific vendors.

Profile code

7N\
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Limit APl Key to IP Range

Add/Edit AP| Key

Name All read-only to Prod

Description

Enabled ()
«©

Save detailed
log files

Allowed IP 109.253.223.8/32

Range
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Resources: APl Management

ADocumentation

ABlogs
A Reports by time range
A Detailed log files
A Limit IP Range
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https://developers.exlibrisgroup.com/alma/apis/#defining
https://developers.exlibrisgroup.com/blog/how-to-report-on-an-api-area-by-time-range-in-five-easy-steps/
https://developers.exlibrisgroup.com/blog/detailed-log-files-for-all-api-requests/
https://developers.exlibrisgroup.com/blog/how-to-define-an-api-key-to-work-only-within-a-specific-ip-range-in-five-easy-steps/

IntroducingCloud Appsan open framework which
enables apps written by Ex Libris community
members to runnsidethe Ex Libris highexd cloud
platform.

Cloud Apps can improve
library efficiencyby
extending the functionality
of Alma services and of
other Ex Libris cloud
solutions in aragileway.




Introducing Cloud Apps

ACloud Apps are easily searched, installe
and launched within Alma by the end

user

ACloud Apps can respond to the context ¢
the useQ session, thereby offering
additional functionality depending on the

screen.

ASince Cloud Apps run in the Ex Libris
platform, they do®require an API key or
other local runtime environment.
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Cloud App Center «+ K X
Installed Apps Available Apps Q
All Apps ~

Hathitrust Availability
Shows availability in
Hathitrust for displayed
records

This app queries the Hathitrust API to look for
availability for each displayed BIB record. Match is

Description

done based on OCLC, ISBN, and ISSN numbers as
cataloged in the record.

wiss By: Ex Libris

More information

View the appon () Ex Libris App Center

This application allows: popups
This application uses external websites:
« https://catalog.hathitrust.org/
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Benefits of Cloud Apps

@ InstitutionScan offer timesaving apps supported by the
community while adhering to their governance policy.

Usersan enjoy new functionality and streamlined workflows
integrated into their working environment.

Developersan deliver innovative apps to their own

institution and the wider community without the need to host
or manage the runtime environment.
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Use Cases

Cloud Apps written by Ex Libris or the community
can be used for one of several use cases

Functionality
Adding new
functionality not
currently supported
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Productivity
Workflow shortcuts
or productivity
enhancements

22

Integration
Integrating with
external systems or
data sources
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Cloud Apps @ Launch
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