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1.  INTRODUCTION  

1.1.  System architecture  

The scheme shows the system architecture and links of the main components with each 

other.  

 

 

Components  

EgoSecure Server  

Þ I nstalled on any computer of your network and has its own interface  (EgoSecure Data 

Protection Console ).  

Þ Handles the central management of your EgoSecure clients.  

Þ Syn chronizes with your directory service ( Microsoft Active Directory, Novell 

eDirectory,  Azure Active Directory or LDAP).  

Þ Stores  administrative data in  its own database.  

Þ Transmits any changes to the clients immediately, and saves them to  the database.  

EgoSecu re Agents  ( Clients ):  

Þ Communicates with the Server via push and pull process to get any changes when 

needed . 
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Kernel  filter  driver :  

Þ Installed together with EgoSecure Agent on the client component.  

Þ Controls a ccess rights to ex ternal devices and applications.  

Þ Enforces permissions set  for online and offline  clients . 

Þ Provides a high  deg ree of security.  

EgoSecure Data Protection  Console:  

Þ Controls  the  functionality  of EgoSecure Data Protection.  

Þ Functions  irrespective  of the location , i.e. can be installed and laun ched on any 

workstation.  

EgoSecure AdminTool:  

Þ Application for adjusting the EgoSecure Servers settings.  

For details, see the Admin Tool  chapter in the EgoSecure Installation Guide  

Communic ation  scheme  

1.  The administrator controls and manages the EgoSecure Agents via the EgoSecure Data 

Protection Console. The Console sends defined policies to the Server. 

2.  The Agent refreshes rights and settings if needed:  

Þ If Agent is online (connection to Server is established), it receives a server 

notification that an update is required. Agent  takes the settings and applies them 

immediately.  

In the Polling mode, the Server  saves a notification to the database. The Agent  

checks on a regular basis whether changes are necessary and then takes and applies 

them.  

Þ If Agent is offline (connection to Server can NOT be established), the notification is 

not saved to the database. Once the connection with the Sever  is established, Agent  

takes al l rights and settings and applies all of them.  

In the Polling mode, the Server  saves the notification to the database. Agent makes a 

connection attempt automatically at regular intervals.  

For details, see : Polling  

1.2.  After the  insta llation  

For the initial configuration of the EgoSecure Data Protection Console perform the 

following:  

 Start Console  

 Synchronize directory structure  

 Manage administrators  

 Create tenants ( if needed )  

 Install EgoSecure Agents  

 Activate products  

 Configure defaul t policies  

https://help.matrix42.com/@api/deki/files/2979/EgoSecure_Installation_Guide.pdf
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For details, see: chapter  Administration  

 

For a quick introduction to the configuration of the Console, the most important topic s 

are covered in the following document: EgoSecure Console ï Quick start guide   

1.3.  Starting C onsole  

Login  

 Click the  EgoSecureConsole.exe  file or its shortcut to start the Console . 

 The Connect to EgoSecure Server  dialog appears . 

 

Figure 1 . Console login dialog  

 In the Server  field, enter the name or the IP of the server where you installed the 

EgoSecure Server. The default value is localhost . 

 In the Port  field, enter the port for the server connection, which you spe cified during 

the installation. The default value is 6005 .  

 Login as the c onsole  administrator Supervisor . If you defined a supervisor password 

during the installation, enter it. If you havenót defined a supervisor password during 

the installation, you can define it in the next step or later under Administration  |  

Superadmin | Administrators & scopes . 

For future logins to the Console you can also use a Windows user account instead of 

the EgoSecure login. For details, see : Granting  administrative permissions to 

Windows user  

 Click  OK  to confirm . 

 The EgoSecure Data Protection Console opens . 

https://help.matrix42.com/@api/deki/files/2978/EgoSecure_Console__Quick_start_guide.pdf
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No access if supervisor password is lost  

The supervisor password can NOT be restored. Store the password in a 

safe location. If the supervisor password is lost, access to the C onsole is 

not possible!  
WARNING 

 

Importing a license  

Once you have logged in to the Console, the dialog for product  license activation 

appears. You can change the license information after the first activation under 

Ad ministration | L icense s | License management .  

 

 

Figure 2 : Activating license  

 If you rece ived an activation code, enter it. Make sure you have an Internet 

connection.  

OR 

 Select the License  file  button . 

 In the Name  field, enter the  name of the licensee written in the readme.txt  file . 

 To specify the license file path, click Open . 

 Enable the Use proxy server  check box if you use proxy server to connect to the 

Internet. The Internet is required only when activating the license via an a ctivation 

code.  

 Click  OK  to confirm . 

 You have activated the product licenses. Depending on the scope of the license, 

different products and functions are available to you . 

You can change the license file or the ativation code at any time and see the list of the 

licensed products. For details, see : Managing licenses  
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EgoSecure Data Protection offers a wide range of products including such products as 

Access Control, Audit, Device Encryption and others . Each product requires a lice nse. A 

product license can be activated for either a user or a computer. If the license is 

activated for the computer, the defined permission settings apply to all users of this 

computer . When a product is activated for a user, its  permission  settings appl y to the 

user regardless of the computer used. For details, see : Activating products  

Console areas overview  

Console is divided into three main areas:  

1.  Navigation  pane  

2.  Work area  

3.  Directory service structure  

 

Figure 3 . Areas of EgoSecure Data Protection  

On the navigation pane  (1), select the main areas of the C onsole. The menu may be 

extended depending on the product licensing. Un licensed products are greyed out . 

When starting the Console, the User  man agement  menu item is active.  

Under User management , configure the access rights for users, groups, OUs and rights 

for devices, files and applications.  

Under Computer management , configure the access rights for computers, groups, OUs 

and rights for devices,  files and applications.  

Under Permitted devices , configure individual ly  permitted devices for certain Agents. 

Under Product settings , define the general settings for licensed products.  

Under Administration , manage servers, clients and administrators.  
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Unde r Installation , configure the installation of the EgoSecure Agents and other 

licensed products such as Antivirus and Full Disk Encryption.  

In Reports , you can find the tabular and graphical reports of the licensed products.  

 

In the Directory service struc ture  area (2), select directories, areas and objects, which 

you want to configure. The Directory service s tructure  area in the navigation pane 

shows the available directory and its objects (OUs, users, groups, computers). If you use 

Active Directory or ano ther directory service, you can synchronize it with the Console. 

For details, see : AD Synchronization   

 

In the work area (3 ), define setting s for the objects of the directory service . 

1.4.  Rights concept  

In Default policies , define de fault rights and settings for directory service known and 

unknown users, as well as directory service computers in online and offline mode.  

For details, see : Configuring default policies  

Offli ne mode means that the compu ter  where EgoSecure Agent is running has no 

connection to  EgoSecure Server. 

 

The default policies are automatically transmitted to users and computers. You can 

disable the inheritance for certain users and computers and assign individul rights.  

Depending o n the product activation, the predefined rights for computers or predefined 

rights for users are applied. For details, see : Activating products  

 

EgoSecure verifies and prioritizes the permissions in the following order:  

 Computer  rights  (online/offline): Take effect if  Access Control is activated for a 

computer.  In this case, it doesnôt matter if Access Control is additionally activated for 

a user . 

 User rights  (online/offline): Take effect if  Access Control is activated only  for a user . 

If  Access Control is activated only for a user, it can be assigned to a computer to 

have special permissions there . 

 

You can also define group -specific rights. The users and computers of a group get the 

rights of the group and no longer inheri t the d efault policies. Hovewer, individual 

user/computer  rights have priority over group rights.  

 

The  rights applied to a user depending  on :  

Þ Product activation (activated for a computer or a us er)  

Þ User registration in the EgoSecure database (known/unknow n user)  

Þ Connection between  EgoSecure Agent and EgoSecure Server (offline/online)  

Þ Group membership  
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Once a user signs in to a computer, the current permission profile is displayed on the 

User rights  tab of the local EgoSecure Agent. The profile also indicat es whether the 

user/computer is in online or offline mode .  

1.5.  Directory service structure objects  

If you use a  directory service (e.g. Active Directory), the objects like OUs, g roup s, users 

and computer s contained there appear in the Directory service struct ure  of User 

management and Computer man agement  after the synchroniz ation.  

 

Figure 4 . Directory service structure  

Organization al  units  (OUs)  

An organizational unit (OU) is a directory service object contained in domains. Once the 

directory service is synchronized, the OUs and objects contained there (OUs, users, and 

computers) appear in the directory service structure of the Console.  

 

If you use no directory service, but use your Own  directory , you can manually create 

OUs for struct uring.  

Assigning access rights to OU subobjects  

 In the Directory service structure area , select an object to which OU belongs . 

 In the User  management  or Computer management  work area, select the OU 

whose objets you want to grant permissions . 

 Define access  rights in the Control  tab . For details, see : Controlling access  

 A warning message appears . 

 Clik  OK  to confirm the message . 

 The changes apply to all objects of the OU.  These changes are not visible in the OU 

settings . The c hanges are visible only when selecting objects separately . 

The rights are not inherited to newly added OU objects.  
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È To restore defult rights, activate inheritance for individual objects.  

Groups  

A group is a directory service object consisting of users and/ or computers. The group 

receives the default rights of users and computers for its members. These rights can be 

changed. For details, see : Controlling access  

 

The group members can inherit different permissions of the group . However, individual 

permissions of users and computers have priority over the group rights. For details, see : 

Rights concept  

 

If you activate a product for the group, it becomes activated for all group members. For 

detail s, see : Activating products  

 

When performing a directory service synchroniz ation,  you can enable the options to 

automatically activate products for new users/computers of a group.  For details, see :  

Synchronizing directory service  

 

If you use no directory service, but use your Own  directory  you can manually create 

groups . 

Viewing and adding group members  

 In th e Directory service structure  area of the User  management  or Computer 

namagement menu, rig ht -click a group . 

 Select Group members  from the context menu . 

 The Group members  dialog appears. The group members are listed in the right 

pane of the dialog . 

 Selet a user or a computer from the directory structure and click . 

 The new group member appears in the right pane . 

 Click  OK  to  confirm . 

 The group member inherits the permissions of the group.  

If a user is a member of more than one group, permissions may differ. You can define, 

whether permissions or restrictions have a priority .  

Rights priority for membership in several groups  

 Under  Produc t  settings | Control |  Inheritance settings , define rights priorities :  

a.  If you want permissions defined for the Access Control product to have priority, 

enable Access permissions have priority . Otherwise, enable Acce ss 

restrictions  have priority . 
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b.  If you want permissions defined for encryprion  products to have priority, enable 

Access permissions have priority . Otherwise, enable Access restrictions  

have priority . 

 Define, in which groups users inherit permissions :  

a.  EgoSec ure groups : only  EgoSecure groups inherit permissions . 

b.  AD/Novell  groups : only directory service groups inherit permissions . 

c.  EgoSecure groups  and  AD/Novell  groups : all groups inherit permissions . 

 Click Save .  

 The inheritance settings are applied.  

Regardless of the directory service, you can also create groups manually.  

Creating EgoSecure groups  

 Under User  management / Computer management , in the Directory Service 

structure  area, right -click a directory object, under which you want to create a 

group.  

 

Figure 5 . Adding EgoSecure group to the directory structure  

 Select Create EgoSecure group  from the context menu . 

 The Add  -  EgoSecure Group dialog  appears . 

 Define a group name and click OK  to confirm . 

 The dialog closes and the new group appe ars in the directory structure . 

 Right -click a group and select Group members  from the context menu . 

 The Group members  dialog appears . 

 Select the directory objects to add them to the group . 

 Click  OK  to confirm . 

 You can now assign inheritable group rights an d activate products . 
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User and c omputer  

Users and computers are automatically subordinated to the corresponding directory 

service objects during synchronization. The following metadata is recorded (if available) :  

Þ Name  

Þ SID  

Þ E-mail  

If you use no directory serv ice, but the Own Directory , you can edit this data . For 

details, see : Own Directory  

 

Figure 6 . Editing user/computer data  

Deleting objects from directory service structure  

If you use a directory ser vice and the object still exists in the directory service, it will 

reappear in the directory service tree at the next synchronization. Delete the object first 

in the directory service and then in the EgoSecure Console. 

È Right -click the object and select Del ete  from the context menu . 

Own Directory  

If you do not use a directory service, but selected Own Directory  during the 

installation, a computer appears in the directory service tree only after installing 

EgoSecure Agent on the computer and a user apears onl y after loggin g in to an 

EgoSecure Agent  computer. By default, they appear in the Unsorted o bjects  folder . 

Without an existing directory service, you can create OUs and EgoSecure groups to sort 

computers and users.  

Editing user/computer name, SID or e - mail   

 In the User management / Computer management  work area, double -click a 

user/computer . 

 The Edit -  <object name>  dialog appears . 
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 Edit the data. Several mail addresses are added  with a semicolon .  

 Click  OK .  

 New data is saved . 

Adding objects to directory servi ce tree  

 Right -click an element of the directory service tree to add an object there . 

 Select Add  | Organizational Unit  (EgoSecure Group / User / Computer ) from the 

context menu.  

 The Add  -  < Objec t  typ e>  dialog appears . 

 Enter the valid m eta  data . 

 Click  OK  to conf irm . 

 The dialog closes and the new object appears in the directory service structure . 

Moving objects  

 In the Directory service structure , select the element  that contains the object you 

want to move.  

 In the User  management / Computer managemen t area, right -click the object and 

select Move into...  from the context menu.  

 The Move  dialog appears . 

 Select an elem ent of the directory service tree where you want to move the object . 

 Click  OK  to confirm . 

 The dialog closes and the object is moved . 

Device type icons in directory service structure  

Agents can be installed on notebooks, desktop computers, server computers and virtual 

machines . Depending on a device group, different icons are displayed. For each device 

group, several chassis values belong (according to Microsoft Chassis Types ).  

Agent installation on  Windows  

Icon  Device group  Microsoft chassis value   

 
Desktop computers  3, 4, 5, 6, 7, 15, 16  

 
Notebook  8, 9, 10, 11, 12, 14, 18, 21  

 
Server  17, 23  

 
All - in -one  13  

 
Tablet  30  

 
Mini PC 35  

 
Stick  PC 36  

https://technet.microsoft.com/en-us/library/ee156537.aspx
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Virtual ma chine  1 

 
Unknown  2 

 

Agent installation on  IoT  

Icon  Device type  

 
IoT  devices  

Connection type icons  

Icon  Description  

 
Secure connection . 

 

Secure  connection, which  demands attention. The client has a valid but not an up -

to -date certificate, which must be replaced.  

 
Connection is insecure. No certificate on the client side.  

 

Connection is insecure. The client has a certificate, information about which is not 

in t he database or the certificate has expired or the private key has been 

compromised.  
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2.  ADMINISTRATION  

2.1.  Synchronizing directory service  

To copy the objects and users of your directory service to the Directory service 

structure  of the Console, synchronize the  Console with the directory service.  

If only the structure of your directory service has changed, synchronize the structure. 

Only domains, OUs and folders are considered.   

The used directory service is selected during the installation or after the installa tion in  

Console under Administration | Synchronization | Directory service settings .  

Specifying directory service settings  

Any domain user has the right to read the domain structure. User credentials must be 

con figured before synchronization . 

Configuring  a directory service type  

 In Console, go to Administration | Synchronization | Directory service settings.  

 Select a radio button with a directory service type:  

Þ Active Directory  (By default, AD doesn't use LDAP protocol. If you use LDAP 

protocol in your AD, select LDAP instead of AD.)  

Þ Azure AD  

Þ LDAP  (Any directory service, which works via Lightweight Directory Access 

Protocol.)  

Þ Novell eDirectory  

 In the Domain controllers  area, click Add . 

 The Domain controller  dialog appears.  

 Define the name of the domain contr oller or of the NDS/LDAP Server.  For details 

about filling in the fields for Azure AD, see Setting up Azure Active Directory and 

getting credentials . 

 Enter the account information of the directory service user.  

 Select wher e to start a directory service synchronization:  

a.  For Active Directory , enter the organizational unit of in the  Start OU  field.  

b.  For NDS  / LDAP  directory services, specify the server context in the Context  

field.  

 Click OK to close the dialog and confirm the c hanges . 

 Click Save .  

ñOwn directoryò mode support 

Þ Adding users in Console directly.  

Þ No synchronization is needed.  

Þ When a new user registers on the server, its entry appears under the own directory 

in the Unsorted  folder.  
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Setting up Azure Active Directory an d getting credentials  

To get credentials from Azure AD necessary for EgoSecure, you need to register an 

application, define permissions for it and copy the application client secret (password).  

 Register a new application using the Azure portal. For details  about registering an 

application, see Microsoft docs -  Register an app (Preview) . 

 Now you have c redentials  for  Application ID  and Directory ID fields in the 

InstallShield Wizard  or under Administration | Synchronization | Directory 

service settings .  

 In the Certificates & secrets  section, click New client secret  and copy it. The 

client secret becomes  not accessible once you leave the page. For details about 

adding a client secret, see Micr osoft docs -  Configure app to access web APIs 

(Preview) . 

 Now you have credentials  for  the  Application password field in the 

InstallShield Wizard  or Administration | Synchronization | Directory 

service settings . 

 Add the following permissions for the applic ation:  

Þ User.Read.All  

Þ Group.Read.All  

Þ Directory.Read.All  

 

For details about adding permissions, see Microsoft docs -  Configure app to access web 

APIs (Preview) . 

Adding or changing a d omain  controller  

Synchronization requires the domain controller/server account information of the 

directory service type you selected during the EgoSecure Server installa tion. You can 

define or change these settings. If no user is specified, synchronization will be performed 

under the system account. The performing account must have at least read permission.  

 Go to Administration | Synchronization | Directory service settin gs . 

a.  In the Domain controllers  area , click Add . 

 The Domain controller  dialog appears.  

b.  In the Domain c ontroller  field, enter the name of the domain controller (or 

server in the case of Novell or LDAP).  

c.  Enter the access data of a read -only user in the User  and Password  fields .  

d.  If necessary, enter an OU of the structure, from which the synchronization must 

start.  

e.  For Active Directory and LDAP : e nable the Use  SSL - based encryption  option  if 

necessary .  

f.  Click OK to close the dialog and confirm the changes . 

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app#register-a-new-application-using-the-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis#add-credentials-to-your-web-application
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis#add-credentials-to-your-web-application
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis#add-permissions-to-access-web-apis
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis#add-permissions-to-access-web-apis
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Figu re 7 . Configuring d omain  controller  

 To define additional domain controller s, click Add  and specify the settings as 

descibed in step 1 . 

 Click Save .  

 The settings apply at the next synchronization . 

Setting up synchronization  

You can s elect the scope of synchronization and define which products to automatically 

enable for new users, computers, or groups of the directory service, and how to deal 

with deleted users .  

For details, see : Activating products  

 

Syn chroniz ation  settings  

Option  Description  

Synchronize directory structure 

only  

Synchronizes only the directory service structure. For 

details, see Setting up synchronization of the structure  

Synchronize only active 

user s/computers  

Synchronizes only active users and computers of the 

directory service.  

If disable account  action has been performed for a user 

or a computer, such objects are not synchronized.  

Synchronize only changes in AD 

for the last [ x] days  

Synchronizes  the directory service changes of a specific 

time period. Enter the number of days.  

! This option does not take deleted directory service 

objects into account during synchronization. To detect 
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objects deleted from AD/NDS, full synchronization is 

required.  

Delete objects that were removed 

from the Directory after [ x] days  

Removes deleted directory service objects from the 

console after a certain period of time (Administration | 

AD Synchronization | Deleted objects).  

This option is available only if the opti on Synchronize 

only changes in AD for the last [ x ] days  is disabled.  

Detailed log file of the 

synchronization  

Records all synchronization events into a separate 

synchronization log file. One log file is created for one 

day under 

C: \ ProgramData \ EgoSecure \ EgoSecureServer \ LOG. 

 

Autom atic produc t  activation  

Option  Description  

Activate products for new 

users/computers  

Þ all selected products  

Þ only group - matching 

products  

Automatically a ctivates selected products for new 

users/computers . 

Þ activates  all selected pr oducts   

Þ activates only the selected products, which are 

already activated for the group in which new 

user/computer is located . 

!  A group must be synchronized with  the  server before 

adding new users/computers there. Otherwise, 

users/computers in this group are not considered as new 

ones.  

Deactivate products for 

inactive users/computers  

Deactivates products for inactive users/computers.  

Inactive users/computers  are the objects of a directory 

service, for which the disable account  operation has been 

performe d. 

 

The option is available only if the option  Synchronize 

only active users/computers is disabled in the 

Synchronization settings area . 

Match product activation with 

the activated products of the 

group  

Automatically activates only the products, which are  

already enabled for a group. Products are activated for 

both new and existing users/computers.  

!  Products previously enabled for a user/computer 

become disabled if they are not enabled for a group.  

 

The option is available only if the options Synchronize 

directory structure only and Activate products for new 

users/computers are disabled.  

There are two types of groups:  

Þ Groups imp orted from the Active D irectory  
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Þ EgoSecure groups created in a domain under User 

management / Computer management | Directory 

service  structure .  

EgoSecure groups created in the domain can contain 

only AD users/computers while EgoSecure groups 

created in the Own directory can contain only local 

users/computers.  

 

 

Display ing  members of synchronized directory service groups  

Once director y service groups are synchronized, they appear in Directory 

service structure  of the User  management / Computer management  

menu. Directory service group members are not displayed . 

È To display the members of a directory service group, right -click a group 

and s elect Group members  from the context menu . 

INFO 

 

 

Setting up a full synchronization of the directory service  

 Go to Administration | Synchronization | Synchronization . 

 Specify the synchronization settings.  

 To exclude certain objects from the synchroni zation,  

a.  Select the directory element in the Directory service structure  area . 

b.  Click Add .  

 The excluded objects appear in the Objects to exclude from synchronization  

area.  

 

Massive exclusion of AD objects  

It might be not c onvenient to define the objects, wh ich must be excluded from 

the sycnhronization each time. Use the Active Directory attribute for the 

reasons of convenience.  

È To exclude certain directory objects during all synchronizations,  add the 

esSyncIgnore  attribute with the value 1  for directory obj ects  directly in 

the Active Directory . 

INFO 

 

 

 In the Di rectory service structure  area , select a directory object in the tree, from 

which to start the synchronization.  

 Click Save .  

Setting up synchronization of directory structure (domains, OUs a nd fold ers)  

 Go to Administration | Synchronization | Synchronization . 

 Enable the Synchronize directory structure only  check box.  

 Other check boxes become disabled and the Include groups  check box 

appears.  
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 To synchronize directory service groups, enable the Includ e groups  check box.  

 Specify synchronization settings.  

 To exclude certain objects from the synchronization,  

a.  Select the directory element in the Directory service structure area . 

b.  Click Add .  

 The excluded objects appear in the Objects to exclude from synchroni zation 

area.  

 Click Save .  

Initiating synchroniz ation  

You can perform synchronization manually or use a scheduler to perform synchronization 

automatically . 

Performing synchronization manually  

 Go to Administration | Synchronization | Synchronization . 

 In the Directory service structure  area , select a directory object from which to 

start the synchronization.  

 Edit the settings. For details see : Setting up synchronization  

 Click Start . 

 The synchronization starts and the Directory servi ce structure  of the Console 

becomes updated . 

Performing synchronization automatically at  specific time   

 Go to Administration | Synchronization | Schedule . 

 Click  in the work area . 

 Define the n ame and time or  period for the synchronization . 

 Edit the settin gs. For details, see : Setting up synchronization  

 Click Save .  

 The synchronization will be performed at the specified period of time . 

2.2.  Creating administrators and roles  

There are three types of administrators in the Console :  

Þ Super visor  

The supervisor is created during the installation of EgoSecure Data Protection. If not, 

supervisor is created during the first login to the Server.  Receives all permissions, 

which cannot be restricted . 

Þ Super a dministrator  

A super administrator is cre ated by the supervisor. He owns all rights. The rights  can 

be restricted by the supervisor by hiding console commands for the super 
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administrator. Any number of super administrators can be created. A Windows user 

account can also act as a super administrat or . 

Þ Administrator  

An administrator is created by the supervisor or a super administrator. The rights of 

an administrator may be restricted by the supervisor or a super administrator 

through global or domain -specific roles. Any number of administrators can be 

created. A Windows user account can also act as an administrator . 

Creating administrators in C onsole  

You can create a new  administrator in the Console or add a Windows user as an 

administrator. Once the Windows user is logged in to Windows, he can acces s the 

Console directly without further login (single sign -on).  

Creating n ew a dministrator  

 Go to Admini stration | Superadmin  | Administrators & scopes . 

 In the Administ rators  area, click the Super administrators  or Administrators  

tab . 

 Click Create . 

 

Figure 8 . Creating an administrator  

 The Create account dialog appears . 

 Define login and password for the administrator account.  

 In the E- mail  field, define an e -mail address of an administrator/super administrator.  

If later a super admin or a supervisor changes the e -mail of an administrator, the last 

changed e -mail is considered as a valid one.  

 Click  OK to confirm . 

 The new a dministrator appears in the  Administrators tab . 

Granting administrative permissions to Windows user  

 Go to Admini stra tion | Supera dmin | Administrators & scopes . 

 In the Administrators  work area,  
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a.  click From AD  in the Super Administrators  tab to grant super administrative 

privileges  

or  

b.  click From AD  in the Administrators  tab to grant administrative privileges . 

 The Selecti on of users  dialog appears . 

 

Figure 9 . Granting administrative permissions to user  

 Select a user from a directory service structure. You can select several Windows user 

accounts as console administrators at once.  

 Click  OK .  

 The new  administrator appears in the Administrators  tab. The selected user can 

now log on to the Console with his current Windows account as an administrator 

without having to specify the login data again (single sign -on).  
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Figure 10 . Lo gin with Windows user account  

Creating and assigning administrative roles  

To restrict the rights of administrators (not super administrators), you can create roles 

and assign them to administrato rs. You determine, whether a role owner gets write or 

read ac cess (or both) for certain options.  

Global roles  apply to all directory service structure objects.  

Via scope specific roles , you d etermi ne for which areas of the directory service 

structure the roles apply . 

Creating  g lobal rol e  

 Go to Admini stration | Super admin | Administrative roles . 

 In the Administrative  roles  area, click the Global  roles  tab . 

 Click Add .  

 A new entry with the  name New role  appears in the list .  

 Double -click  the name to edit it .  

 Press Enter  to confirm  the name  change . 

 In the Operations  ï [ ro le name ] , edit the rights for certain options . 

 In the Administrative roles  work area, click Save  on the toolbar . 

Assigning g lobal  rol e 

 Go to Administration | Supera dmin | Administrators & scopes . 

 In the Adminstrators  area , select an administrator .  

 In the Administrative roles ï [ admin name ] work area, click the Global roles  tab . 

 Enable the check box with the role that you want to assign to the selected 

administrator . 
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 In the Administrative roles  work area, click Save  on the toolbar . 

Creating scope specific r ole  

 Go to Admini stration | Supera dmin | Administrative roles . 

 In the Administrative roles  ï [admin name]  area, click the Scope specific roles  

tab.  

 Click Add .  

 A new entry with the name New role appears in the list.  

 Double -click the name to edit  it.  

 Press Enter  to confirm  the name.  

 In the Operations ï [role  name ]  area , edit the rights for certain options.  

 In the Administrative roles  work area, click Save . 

Assigning scope specific role  

 Go to Admini stration | Superadmin  | Administrators & scopes . 

 In the Adminst rators  area, select an administrator .  

 In the Administrative roles work area, click the Scope specific roles  tab . 

 Select an area in  the directory service structure . 

 In the Administrative roles selection area , enable the checkbox of the role that 

you want t o assign to the administrator of the selected area . 

 In the Administrative roles  ï [admin name ]  work area, click Save . 

 

Figure 11 . Administrative role s "Cloud"  and ñAuditò for OU 2  

 The administrator receives the rights of the role for the selected scope of the 

directory service structure. Other areas for which the role does not apply are 
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marked in red. When clicking on one of the areas marked in red, the check box for 

the selected role disappears in the lower section .    

2.3.  Managing te nants  

Tenants are used to se parate areas of a directory service on one server. Each tenant can 

only access and view its own administration area. The settings of other tenants in the 

network are hidden.  

 

By default, there is only one <Default>  tenant in the  Console which manages all 

objects of the existing directory service structure . 

Global , tenant - independent data  

Although the Console settings are tenant -separated and managed in isolation, the 

following areas are common for all tenants :  

 

Produc t  settings menu :  

Þ Audit | Shadowcopy | Shadowcopy server settings  work area  

Þ Antivirus | Update settings | Server settings  work area  

 

Administration  menu :  

Þ Administrator |  SSL configuration  

Þ Supera dmin |  Import of settings from XML (global)  

Þ License s |  License management  

Þ Servers | Log files  

Þ Server s | EgoSecure servers  

Þ Servers  | Mail, proxy and others | Proxy server settings  work area  

Þ Synchronization (except Deleted objects )  

Þ Server s | Integrity control  

Þ All settings in  AdminTool  

 

Installation  menu :  

Þ EgoSecure agents | Installa tion settings | Automatic update of EgoSecure agents ï 

server parameters  work area  

Tenant - specific database settings  

You can set a maximum size of audit data per tenant. When the limit is reached, audit 

data is stored on the agent's computer until a capaci ty is available in the database. For 

details, see : Specifyng size limit for Audit data  
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Creating and managing tenants  

Creating new tenant  

 Go to Adminis tration | Supera dmin | Tenants . 

 Click   Add .  

 A new entry with the name New Te nant  appears in the list .  

 Enter a name and press Enter  to confirm . 

 Click on No objects selected  entry in the OU  column . 

 The Selection of objects  dialog appears . 

 Select an OU  in the directory service structure and click . 

 Click OK  in the dialog to confirm and then click Save  on the toolbar . 

 The tenant is created, but can now only be managed by the supervisor. When 

logging in to the Server again, the tenant selection appears for the supervisor :  

 

Figure 12 . Tenant selection during lo gin  

Assigning tenant to administrator or super administrator  

 Go to Adminis tration | Supera dmin | Administrators & scopes . 

 In the Administrators  area , select the administrator to whom to assign a tenant . 

 In the Administrative roles  ï [admin name]  area, enab le the necessary tenants 

in the Tenants  tab . 
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Figure 13 . Assigning tenant  

 Click Save .  

Switching between tenants  

 On the left bottom o f the Console, click on  [ tenant name ] , to change the tenant . 

 

Figure 14 . Changing tenant  

 The Tenant selection  dialog appears . 

 Select a tenant and click OK  to confirm . 

 The Console opens with the settings defined for this tenant. The name of the tenant 

is displayed at the bottom left of the Console window.  

2.4.  Install ing EgoSecure  Agents  

To install EgoSecure Agents on the clients, generate an MSI package via the EgoSecure 

Console. 

In addition to the installation via software distribution, via the Microsoft Group Policy or 

via a local installation, you can install the EgoSecure Agents via the Console . 

 

Details about the installation without  Console you can find in the EgoSecure Installation 

Guide . 

 

Before generating the MSI package, adjust  the client settings and the settings for the 

MSI package, if necessary. For details, see  Client settings  

As soon as you initially install EgoSecure Agent on a client, the default permissions for 

users and computers will initially apply. If necessary, adjust these permissions before 

rolling out the MSI package. For details, see : Configuring default policies  

https://help.matrix42.com/@api/deki/files/2979/EgoSecure_Installation_Guide.pdf
https://help.matrix42.com/@api/deki/files/2979/EgoSecure_Installation_Guide.pdf
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Adjusting Windows settings  

For the EgoSecure Agent and EgoSecure Server to communi cate with ea ch other, enable 

the TCP ports on the Server and C lient. If you did not enable Add port to firewall 

exceptions  during the S erver installation and you are using Windows Firewall, create 

the exception rules in Firewall Advanced settings . 

 

If you install EgoSecure Agents via the Console, enable the Allow inbound remote 

administration exception  option in addition. You can specify the setting locally via 

group policies or e.g. via GPO in AD . 

Customizing group policy  

 On the computer with EgoSecure Agent, open the Group Policy Editor via the Windows 

Settings or by running the gpedit.msc file.  

 Under Computer configuration , navigate to Administrative Templates | Network | 

Network Connections | Windows Firewall .  

 Enable the Allow inbound remote administrat ion exception  option for the Domain 

profile  and the Standard profile .   

 

Figure 15 . Adjusting Windows settings  

Adjusting c lient  settings  

In the client settings, configure the extended settings of the EgoSecure Agents. These 

settin gs can also be  changed aft er the Agent  installation without reinstalling them.  
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Adjusting settings  

 Go to Administration | Clients | Client settings . 

 Edit the setting and click Save .  

 

The client settings are divided into two groups:  

Þ Individually defined sett ings . These settings are enabled under Administration | 

Clients | Client settings , but to take effect on Clients , these settings must be 

additionally enabled under Computer  management | <object selection> | 

Settings | Client settings  for a group, for defau lt right s (computer) or for a 

computer . 

 

 

Þ Globally defined settings . The settings take effect on all Clients  shortly after being 

enabled under Administration | Clients | Client settings . They must  NOT be 

additionally enabled under Computer  management . 

Ind ividually defined settings  

Setting group  Setting  Description  

Disks control  Control hard disks 

like external media  

Treat s additional hard disks lik e external 

media to  apply encryption, filter and audit 

settings.  

Forbid low level disk 

access  

Forbids the  third -party applications  a low level 

access  to external storage media and to hard 

disks ( if they are controlled like external 

media ) . 

Forbid file execute 

access on storage  

Forbid s to execute  *.exe  and *.dll  files on 

CD/DVD disks and external storage devic es 

(except mobile devices). The option works  

independent ly  of the Access Control product.  
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Setting group  Setting  Description  

Network shares 

and thin client 

storage control  

Allow network 

shares control  

Allow s EgoSecure to control network shares. If 

disabled, no access rights and filters can  be 

assigned, no events are audited, no encryption 

can be performed on network shares.  

Allow thin client 

storage control  

Allow EgoSecure to control thin client storage. 

If disabled, no access rights can be assigned 

and no events are audited on thin clie nt 

storage.  

Printers control  Allow EgoSecure to 

control access to 

printers  

Controls access to printers via EgoSecure 

instead of Windows.   

Use account 

expiration date 

from the Active 

Directory  

Deny access for 

expired accounts  

As soon as an AD account exp ires , 

Þ access  to all user devices  and controlled 

clouds  is denied  (if the Access Control 

product is activated);  

Þ no applications  can be started  ( if the 

Application Control product is activated), 

the exception is the applications fr om the 

Microsoft Windows ve ndor;  

Þ an access to encrypted files is no longer 

possible.  

Only the devices from an administrative white 

list of unique devices are permitted. The 

administrative white list of unique devices 

consists of  devices assigned to <All users> 

under Permitted device s | Removable 

devices | Individual device permissions .  

EgoSecure event 

log  

 

Write EgoSecure 

events into the 

Windows Event 

Viewer  

Writes the Agent  activity into the Windows 

Event Viewer in addition to default log files.   

Write EgoSecure 

events into Syslo g  

Writes the Agent  activity into the Syslog in  

addition to default log files . 

Control input 

devices (BadUSB 

protection)  

Keyboard Control  Allows the use of the primary keyboard. To 

allow other keyboards, add them to Individual 

device permissions. For detai ls, see : Device 

permissions  

Automatic keyboard 

registration  

Saves all connected keyboards to the user list 

of permitted devices. Disable the option once 

all available keyboards have been registered.  

Mouse Control  Allows the use of the primary mouse. To allow 

other mice, add them to Individual device 

permissions. For details, see : Device 

permissions  
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Setting group  Setting  Description  

PRESENSE 

Connector 

(External storage 

analyzer)  

Enable PRESENSE 

Connector  

Enables the PRESENS E Connector. A certificate 

is required to use the connector.  

Certificate  Select a certificate. The certificate must 

correspond to the certificate of the PRESENSE 

configuration.  

Globally defined settings  

Setting group  Setting  Description  

User permission s Allow requests for 

access rights  

Allow s users to send reques ts for changing 

access rights . Requests are displayed under 

Administration | Administrator | Access 

rights requests.  

Allow log files 

remove  

Allow s users to delete log files of the 

EgoSecure Ag ent  via the context menu of the 

tray.  

Timeout on the 

client  

 

Timeout ï common 

operations  

Define s how long the Agent or the Console 

waits for response from the Server whil e 

performing common operations.  

E.g.: timeout can be increased if the network 

is slow  so that operations succeed 

successfully.  

Timeout ï long 

operations  

Define s how long the Agent or the Console 

waits for response from the Server while 

performing long operations such as Agent 

update, report generation, etc.   

Disks control  Drive letter 

assignment (first 

drive letter)  

Define s the first drive letter for  external 

storage devices. This helps to avoid conflicts 

between network drives and external media.  

Network shares 

and thin client 

storage control  

Protect 

ófetrailer.metadataô 

file in the ne twork  

Enable the option so that ófetrailer.metadataô 

file cannot be deleted or moved. This file 

protects encrypted network folders from being 

deleted or renamed.   

Deactivate check for 

Windows offline file 

caching (not 

recommended)  

Enable the option to ig nore cache for offline 

files during network encryption.  

Warning : Enabling the option may lead to data 

damage!  

Once the option is disabled and offline files on 

the network contain cache, then the 

encryption of these files is not possible.  

ñLogin asò timeout  Auto reset ñLogin 

asò rights 

Define how long a user is permitted to use a 

login account with the rights of another user. 

Once the time is over, logout is performed 

automatically and the rights of the user 
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Setting group  Setting  Description  

currently logged on to the operating system 

are restored . 

Polling  Enable polling mode  Enable Polling if the connection between the 

Server and the Agent cannot always be 

established due to network c onfiguration 

(MSP, SaaS, etc.).  

With Polling, the Agent periodically connects to 

the Server and updates pol icies and settings if 

needed. In addition, define how often Agents 

check for notifications on the Server.  

For details, see Setting up polling mode  

Polling period (min.)  

Reduce traffic 

when metered 

connection is used  

Forbid A gent update  Enable the option to forbid the update of 

EgoSecure Agents from the Server when 

metered connection is used. Updates of the 

Agents locally are still allowed.  This option 

works only on Agents with Windows 10.  

Forbid audit data 

upload  

Enable the  option to forbid the audit data 

upload to the Server from EgoSecure Agents 

when metered connection is used.  This option 

works only on Agents with Windows 10.  

Forbid shadowcopy 

data upload  

Enable the option to forbid the shadowcopy 

data upload to the Ser ver from EgoSecure 

Agents when metered connection is used.  This 

option works only on Agents with Windows 10.  

Windows 10 

privacy options  

Disable transmission 

of typing 

information  

Disable the built - in service that collects and 

sends typing information to M icrosoft.  

Disable built - in 

Telemetry  

Disable the automatic sending of information 

about your computer, installed programs and 

possible problems to Microsoft.  

Disable Windows 

Defender SpyNet  

Disable the sending of data samples of 

possible threats and in formation about 

detected infections to Microsoft.  

Disable Users Steps 

Recorder  

Disable the service that records all user steps 

and processes executed on computer.  

Disable Inventory 

Collector  

Disable the collection of information from all 

computers i n the network about installed 

applications, devices and system information.  

Making polling mode available  

 Under Administration | Clients | Client settings , check the Enable polling mode  

box . 
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 Near  Polling period (min.) , define at what intervals an Agent ch ecks the Server for 

changes.  

 Click Save .  

 Polling can now be enabled for all clients . 

Enabling polling for default computer or for  individual computer  

 Go to Computer  management . 

 In the Computer  management  work area, select default rights ( computer) or a 

dir ectory service object (OU, computer, group ).   

If you enable polling in default rights, the setting is inherited to all computers . 

 In the Settings | Client settings  tab, select one of the following in the Polling 

mode  area :  

a.  Disable : the polling mode is disa bled  

b.  Enable : the polling mode is permanently enabled  

c.  Auto :  the polling mode is enabled automatically when needed  

To enable polling only for individual computers or the computers of a group, 

disable inheritance.  

 

Figure 16 . Enablin g polling for computer  

 Click Save .  

Generating MSI package  

When the Server is installed, the MSI package is automatically generated with the 

default settings and stored in the EgoSecure Server installation directory. Once the 

Server is updated, the MSI pack age is regenerated automatically and placed in the 

selected location on the EgoSecure Server computer.  

If any s etting change is required and/ or you want to put th e package on a different 

computer  other than the S erver  computer , configure and generate the M SI package 

manually.  
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Possible data loss with immediate WLAN control installation  

If for the setting Install network driver for WLAN control you select 

Immediately , the client network connection is temporarily interrupted 

after the Agent installation . This can lead to data loss . 

È To install the WLAN control after the restart of the EgoSecure Agent, 

select After  r estart . 

WARNING 

 

 

Configurable MSI package settings  

Option  Description  

EgoSecure Agent components installation  

Install network driver f or WLAN 

control  

Select if and when to install the kernel driver for 

WLAN control  (esndislwf.sys) . The following 

options are available :  

Þ Do not install : The WLAN control on the client 

remains disabled . 

Þ Immediately  (not recommended ) : The driver 

is installed shortly after the MSI installation. 

Warning! The client network connection is 

temporary interrupted.  

Þ After r estart : The driver is installed the first 

time the Client is restarted after the MSI 

installation . 

Install kernel driver for CD/DVD 

control  

Instal l the kernel driver (escdflt.sys) to encrypt on 

CD/DVD disks and control disk writing performed 

by third -party applications . 

EgoSecure Agent service  

Protect EgoSecure Agent service and 

files  

 

Protects the EgoSecure Agent service from being 

stopped and th e EgoSecure Agent system files 

from being removed and renamed.  

Once a user tries to stop the EgoSecure Agent 

service, all device types listed under Storage  

group are blocked.   

EgoSecure Agent UI  

Hide tray icon  Enable the option to make the EgoSecure Ag ent 

interface invisible. Users do not see any 

notifications, assigned permissions, etc. They can 

only use options available in the Windows Explorer 

context menu for encrypti on, Secure Erase, and 

Antivirus .  
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Tray UI language  Define the language of the EgoS ecure Agent 

interface. A user is permitted to change this 

language . 

EgoSecure overlay icons priority  Define whether EgoSecure overlay icons have 

priority over other applications in Windows 

Explorer. Overlay icons identify an encryption type 

of files and f olders . 

Uninstall/Update password  

Password  Optionally s et a password required from users if 

they want to perform Agent uninstallation or 

update locally.  

Check the password on  
Select which operation with Agent is protected 

from unauthorized access: unin stallation or update  

Rights for communication devices  

Apply after restart only  Define  whether the rights for communication 

devices are applied shortly after the Agent 

installation or after a computer restart. .  

Write rights and settings into the MSI file  (Offline Clients )  

Export access control rights  Export access rights defined in User  management 

and Computer management  under Control | 

Devices and ports  tab . 

Export permitted devices  Export a list of device p ermissions defined 

under  Permitted devices | Permitted device models 

and under  Permitted devices | Individual device 

permissions . 

Export encryption settings  Export encryption types and encryption keys 

(including their private part) permitted for users or 

computers . 

Export only public part of keys  Only having a public part of keys, a user is not 

permitted to decrypt, and therefore, open files 

encrypted on other Agents.  

Note: Files encrypted internally on this Agent can 

be decrypted . 

Export EgoSecure Antiv irus settings  Distribute AV signatures to selected computers via 

the MSI package not to overload the network; scan 

profiles and scheduled tasks assigned to these 

computers are applied. If respective users are 

selected, the defined Antivirus permissions are  also 

applied.  

 

If proxy server settings are defined under 

Administration | Server s | Mail, proxy and others  

and the Use proxy server  check box is set under 
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Product settings | EgoSecure Antivirus | Update 

settings , proxy server s ettings  are written. The 

pr oxy s erver settings will be used later for 

signature update on the Client  side via  the  Internet 

(if update from the EgoSecure Server is not 

possible).  

 

For details, see Installing Antivirus via MSI  

Selection of objects  Select the objects (user/computer) for which the 

rights and settings selected in this section are 

exported to the MSI file.  

Write authentication certificate for SSL communication to MSI  

Add authentication certificate  Enable the option to add an Agent aut hentication 

certificate and its private key to the MSI package.  

The area with this option is greyed out if SSL is 

disabled. For det ails , see  Configuring SSL . 

Passwor d  Enter a password to protect an Agent 

authentication certificate and its private key. This 

password is required  from users during a local or a 

remote Agent installation/update. Use only 

printable characters of the ASCII table . 

 

 

Local installation on offline c lients  

To ensure that the permissions and settings defined under User  

management and  Computer management are applied imm ediately after 

installation on C lients not waiting for  a S erver connection, write the 

permissions and settings of selected users/computers in the MSI file . For 

users/computers, which settings and  permissions are NOT included in the 

package, the Unknown user rights  are applied till the connection to the Server 

is established . 

È In the Write rights and settings into the MSI file  area, select which 

rights and permissions to write in the MSI file. Selec t the users/computers 

under Selection of objects . 

INFO 

 

 

Configuring and generating MSI package  

 Go to Installation | EgoSecure agents | Create MSI package .  

 If you are a supervisor, select how to generate MSI packages on the Server:  

a.  Generate tenant - sp ecific MSI packages . A package with its specific settings 

is generated for each tenant individually. When updating the Server, all existing 

tenant -specific MSI packages are updated as a result.   
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b.  Generate a single MSI package for all tenants . One single pa ckage with the 

settings of a default tenant is generated and used by all tenants.  

c.  Note : If administrators or super administrators generate an MSI package with 

different settings, the single MSI package is modified as a result. To forbid them 

to make change s to MSI settings, disable the displaying of the Create MSI 

package  section in the layout for all admins and super admins under 

Admini stration | Superad min | Consoles layout . 

 

 

Restrictions for using MSI generation options  

The way of generating MSI packag es is a global setting that affects all existing 

tenants and their administrators. Only the supervisor can make changes to 

this setting. For super administrators and administrators, the se radio buttons 

are greyed out . 

INFO 

 

 

 In the Path to the MSI pac kage  area, define a folder where to save the MSI 

package .  

To save the MSI package to the location NOT on the computer with the EgoSecure 

Server, enable the Other destination  option.  

 In the Create MSI package  area, click Generate .  

 I n the Create MSI packag e  area  on the right , the information about MSI 

package generation appears.  

 The defined selection for MSI settings is saved (except the Other destination  

option).  

 Click Open folder  to open the location where the MSI package is stored . 

 The MSI p ackage can no w be installed . 

Installing EgoSecure Agents via C onsole  

 For computers of a directory service, which belong to Own directory :  

a.  Go to Computer  management  and right -click a domain under the Own 

Directory  folder.  

b.  Select Add | Computer  from the context menu.  

c.  In the Add ï Computer  dialog, enter a name of a computer where to install the 

Agent.  

d.  Click OK  to confirm.  

e.  Set up WMI on the computer where Agent will be installed to provide an access 

to administrative shares for the administrator . 

 Go to Installation | EgoSec ure agents | Installation settings . 

 In the Remote installation settings  area, specify the login data of the 

administrator who has enough rights for installing the EgoSecure Agent on the 

devices . 

 Click Save  in the Installation settings  area . 
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 Go to Installat ion | EgoSecure agents | Install/Update . 

 Select Only computers without agents  from the Show  drop -down menu.  

 Select the clients for installation.  

 Click the Install/Update  button . 

 The A gents are now installed and activated on the clients.  

 You can use Window s Telnet to test the connection between the Server and Clients.  

Test ing connection  

 

 

Enabling Windows Telnet  

To enable Telnet, type OptionalFeatures  in the Windows search box and 

then check the Telnet Client  box in the Windows Features  dialog . 
INFO 

 

 

 Test the connection betwe en Server and Client via Telnet . Open the Windows 

command prompt and enter the following :  

a.  To test the c onnection from Server to Client :  

telnet [Client IP address ] 6006  

b.  To test the connection from Client to Server :  

telnet [Server IP a ddress ] 6005  

 For a functioning communication, the result looks like this :  

 

Figure 17 . Testing connection between Server and Client via Telnet  

 If the command fails:  

Check whether another component of your network environment is  blocking the 

communication . 

2.5.  Activating products  

For each Agent and computer, where a product will be used, you must activate the 

product in the Console. For each activated product you need a license. You can see the 

number of available and used licenses u nder Administration | L icense s | License  

management . 

Activating products to objects  

È To apply permissions to a computer and affect all its users, activate the product for 

the computer .  
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 Regardless of the products and rights enabled for the user, the setting s for the 

computer take effect . 

È To allow a user to use the product on any (network) computer, enable the product 

for the user only .  

 The permissions set for the user are valid. These can be either the default rights of 

users, group rights or individual use r rights . 

You can additionally assign special permissions for a user on a certain computer. For 

details, see : Assigning user to computer  

 

The following table gives an overview of products that can be activated to objects.  

Activated only for 

computers  

Activated only for users  Activated on  users and 

on computers  

Þ BitLocker  

Management  

Þ Green IT  

Þ EgoSecure 

Antivirus  

Þ Avira Antivirus 

Management  

Þ Inventory  

Þ Data Loss 

Prevention -  Data 

at Rest  

Þ Cloud Storage Encryption  

Þ Local Folder Enc ryption  

Þ Network Share Encryption  

Þ Password Manager  

Þ Permanent Encryption  

Þ Secure Erase  

Þ Data Loss Prevention  ï Data in 

Use 

Þ Access Control  

Þ Secure Audit  

Þ Shadow Copy  

Þ Application Control  

Þ Removable Device 

Encryption  

Þ Insight Analysis  

Þ IntellAct Automation  

 

Activatin g  product s 

 

 

Activating Secure Audit and Encryption 

È To activate Secure Audit for users, computers or groups , enable the secure 

audit functionaluty first under  Product settings | Secure Audit | Secure 

Audit . 

È To activate encryption  products for users, compu ters or groups , enable 

encryption under Product settings | Encryption | Encryption options . 

INFO 

 

 

 Go to User management / Computer management . 

 In the Directory service structure  area, select the OU/directory to which the 

user/ computer or the group belo ngs . 
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 The objects contained ther e appear in the  User m anagement /Computer 

management  area . 

 

Figure 18 . Activating product for computer  

 Right -click the object, for which you want to activate products.  

 In the context menu, select Acti vate/deactivate products | [product name] . 

If you select Activate all , all the available products are activated for the object . 

 In the Active product  column, the shortcuts of products activated for the object 

are shown . 

Activating products for all group me mbers at once  

È To automatically activate a product for all members or a group, activate the product 

for the group .  

 For each group member a license is required . You can deactivate the product for 

individual group members . 

Automatically activate products for  new directory objects  

If users and computers appear in the directory service structure via a synchronization, 

you can specify which products to automatically activate for new users and computers 

and whether product activation must depend on groups. For de tails, see: Setting up 

synchronization  

2.6.  Configuring default policies  

In Default policies , define default rights and default settings for the known and 

unknown users of the directory service, as well as for computers. When a user  or a 
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computer is added to the  directory service tree of the C onsole, it automatically inher its 

default rights and settings . 

 

If a user is in the directory service tree and products are enabled for the user, he is 

considered a known user . 

If a user is not in the directory service tree, or if no products are enabled for the user, 

he is considered an unknown user . 

 

For each of the three default profiles, a distinction is also made between online  and 

offline  profiles for the Access Control product. Offline  pro file means that the client on 

which EgoSecure Agent was started has no connection to the EgoSecure Server. 

 

 

Activating Secure Audit and Encryption  

È To activate Secure Audit for users, computers or groups , enable the secure 

audit functionaluty first under  Product settings | Secure Audit | Secure 

Audit . 

È To activate encryption  products for users, computers or groups , enable 

encryption under Product settings | Encryption | Encryption options . 

INFO 

 

 

Default rights and settings for user (known/unknown)  

Cus tomizing default rights for known users  

 Go to User  management | Directory service structure | Default policies . 

 In the User  management  work area, select Default rights (user) . 

 Configure the rights of the default users for certain product areas. Depending o n the 

available products, different tabs are available.  
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Figure 19 . Configuring  device access rights for default  users in online mode  

 In the toolbar of the product area, click Save . 

 The settings are applied to default users in onl ine mode . 

 When configuring Access Control:  

a.  In the lower part of the work area , select Offline  from the Profile  drop -down . 

b.  Define the settings for the offline profile of a default user . 

 Click Save  in the toolbar . 

 The defined rights apply to default users an d are automatically inherited by all 

known users . 

Customizing default rights for unknown users  

 Go to User management | Directory service structure | Default policies | 

Unknown users . 

 In the lower part of the work area, configure the rights of unknown users  for certain 

device classes in online mode . 

 To define the rights of unknown users when they are offline, i n the lower part of the 

work area, select Offline  from the Profile  drop -down . 

 Click Save  in the toolbar . 

 The defined default rights automatically appl y to unknown users who login to the 

Server . Additionally, if global filters have been created under Product settings | 

Filters | Content filter definition , they are also applied to unknown users.  
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Customizing  default settings for users  

 Go to User  management  | Default policies  and select  Default rights (user) . 

 In the lower part of the work area, click the Settings  tab . 

 To prohibit the downloading of files via the Internet Explorer, enable the check box in 

the Internet  area . 

 To prohibit the usage of the clipbo ard, set the checkbox in the Clipboard  area . 

 To disable file transfer via Skype, check the box in the Communication  section . 

 To scan the content of archives or MS Office  for blocked file types, check the 

corresponding checkbox in the Content filter  section . The checkboxes are only 

available if the options  are enabled under Product Settings | Filters | Settings . 

 Click Save .  

Default rights and settings for computer  

Adjusting computer default rights  

 

 

Rights priority for computer  

If products are activated for  both a user and a computer or  only for a 

computer , the rights  defined for computers always have priority . For details, 

see: Product activation  
INFO 

 

 

 Navigate to Computer  management | Directory service structure | De fault 

policies .  

 Select Default rights (computer) . 

 In the lower part of the work area, configure the rights of default computers for 

certain products :  
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Figure 20 . Configuring de vice access rights for default computers in online mod e 

 When configuring Access Control:  

a.  In the lower part of the work area, select Offline  from the Profile  drop -down.  

b.  Define the settings for the offline profile of a default user.  

 Click Save  in the toolbar . 

 The defined rights apply to default computers  and ar e automatically inherited by all 

computers of the directory service structure . 

Configuring default settings for computers  

The default settings for computers are only displayed in the Settings  tab of the 

Computer  management menu. Define the settings in the Administration  menu under 

Clients | Client settings . For details, see : Adjusting client settings  

These client settings are inherited by every computer and can be customized for 

individual computers. For details, see : Adjusting settings for computers  

Adjusting settings for user s 

By default, users inherit the rights and settings of the default user . You can deactivate 

the inheritance and assign individual rights and settings . User rights only app ly if the 

product is enabled for the user and not for the computer . For details, see : Activating 

products  

Adjusting settings for users  

 Go to  User  management  |  Settings . 
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 See whether for the settings for Internet, Clipboard  and Communication  the 

inheritance is enabled and from where the user inherits the settings.  

 The settings in the Content filter  area are available only when options under 

Product settings | Filters | Settings  are enabled . 

 Enable the Activate  individual sett ings  check box to deactivate inheritance and 

change the settings . 

 

Figure 21 . Deactivating inheritance and assigning  individual user settings  

 Edit  the settings and click Save . 

 The selected user now receives the permissions that di ffer from the default user.  

Customizing user rights for Secure Audit, Filters, Encryption and Application Control 

products  

 Select a user in  User  management . 

 In the navigation area , click the tab where you want to make changes.  

 Enable the Activate individua l settings  option.  

 If the option is greyed out and cannot be edited, the product is not activated. For 

details, see : Activating products  

 Edit  the settings and click Save . 

Adjusting settings for computers  

The settings defin ed for a computer in the Settings  tab of the Computer m anagement  

menu correspond to the client settings in the Administration  menu.  For details, see : 

Client settings  

Adjusting settings for computers  

 Go to Computer  managem ent  |  Settings . 

 Select a computer in the Computer namagement  area.  

 Enable the Activate individual settings  check box  to cancel the inheritance and to 

change the settings . 

 Disable the settings and click Save .  
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Customizing computer  rights for Secure Audit, Filters, Encryption and Application 

Control products  

 Go to Computer management | Settings . 

 Select a computer in the Computer namagement  area . 

 Enable the Activate individual settings  option . 

If the option is greyed out and not editable, the respective product  is not yet 

activated . For details, see : Activating products  

 Edit  the settings and click Save . 

2.7.  Customizing user messages  

You can customize the contents of module -specific user messages and security 

messages or completely d isable messages . 

Adjusting message  

 Go to  Administration | Clients | Custom messages . 

 In the Message  area, select a message  type .  

 In the Visible  column, enable or disable a message . 

 In the Edit ï [event name]  area, edit the message.  

 To insert a system var iable into the message, click  a variable on  the toolbar . 

 To insert a link  to the message , 

a.  In the message  text  field, set the cursor to the place  where you want to add the 

link.  

b.  Add the link in the Link  field . 

c.  In the Text (optional)  field, enter the text to  be displayed.  

d.  Click Insert . 

 

Figure 22 . Editing message text  

 The link is added to the message text . 

 Click Save .  

 The changes apply . 
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Figure 23 . Custom user message  

2.8.  Managing licenses  

In the Licenses  sectio n, specify a license file or an activation code. You will also see the 

number of  available and used licensed products . 

Renewing or changing licenses  

 Go to  Administration  | L icense s | License  management . 

 Click Update license data .  

 A dialog appears . You can activate products via a license file or via an activation 

code . 

 Produc t  licensin g via a license file :  

a.  Select the License file radio button . 

b.  In the Name  field, enter the name of the licensee. You can fin d it in the 

attached readme.txt . 

c.  Click Browse é . 

d.  Sele ct a license file  with ending  .lic  and click Open . 

 Product licensing via an activation code :  

a.  Select the Activation code  radio button . 

b.  In the Activation code  field, enter the activation code  from  the attached text 

file. Make sure you have an Internet connec tion . 

c.  Fill in the Organization  and the E- mail  fields . 

d.  Click Check . 

 The products contained in the license appear in the Products  field . 

e.  Click OK  to confirm the dialog . 

 Click Save .  

 The products included in the license (plus 5 trial licenses for non -purchased  

products) are now activated and can be assigned to users and computers. Once you 
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assign licenses to users or to computers, the number of used licenses appears in 

the Active users  and Active computers  columns . 

See also : Act ivating products   

2.9.  Managing l og  files  

Agent  log files are used by the EgoSecure support  to analyze a problem and help in 

finding a solution. Logs can be copied from Agent computers locally or via the Console. 

To copy logs from Agents via Console, Agents mu st be online (connected to the Server). 

By default, th e Agent log fi les are stored under 

C: \ ProgramData \ EgoSecure \ EgoSecureAgent \ LOG. The path contains the 

log  file  of the tray (Agent) and the setup log (installation and update of drivers). The 

logs for in stallation and update are stored in the Temp  folder (remote installation from 

Console) or in the MSI folder from where the Agent in installed (local installation).  

 

In the Log files  section, specify how detailed  log files are , where and how long they are  

stored, and whether user names are  hidden in them. You can also compress selected log 

files for EgoSecure support for error analysis .  

Selecting log level  

 Go to Administration  | Servers | Log files or Administration | Clients | Log 

files . 

 Select the level i n the Log level  area . 

 

 

Debug  and Extreme debug level s 

The Debug  and Extreme  debug  log level s gather  detailed process 

information needed for the  support to reproduce errors. However, ver y large 

log files are generated . 
INFO 

 

 

 To allow  logs of an extr eme debug level:  

a.  Go to Installation | Eg oSecure agents | Install/Update . 

b.  Select a computer. To multiselect, hold down Ctrl  key and select.  

c.  Right -click a computer and select Log level | Extreme debug  from the context 

menu.  

 Click Save .  

Saving  log files  

 Unde r Administration | Servers | Log files  or Administration | Clients | Log 

files , click Compress ...  on the toolbar . 

 The Compress log files  dialog appears . 

 Select the components, Clients, and Servers, for which you want to group log files in 

a ZIP folder . 
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 Change the destination folder, if necessary . 

 Click  Start . 

 The selected log files are saved . A message about successful log file  

compression appears . 

 Click  OK  to confirm . 

 To open the target folder with the ZIP file in Windows Explorer, click Open  in the 

Compr ess log f iles  dialog . 

Creating  product - specific logs  

 Go to Administration | Clients | Log files . 

 In the Log files settings by product  area, e nable the log files :  

È Write Full Disk  Encryption log file to create  a separate log file for the Full Disk 

Encryption product  

È Write EgoSecure Antivirus  log file  to create  a separate log file for the EgoSecure 

Antivirus product  

È Write log file for DLP  DAR scans  to create  a separate log file for Data Loss 

Prevention ï Data at Rest scans  

 Click Save .  

2.10.  Managing Server  

Under  Adm inistration |  Server s , you can install additional servers, assign IP ranges 

and specify server priority . If you use multiple servers, you can define a favorite server 

for each A gent . 

For details, see : Server connection -  or der and priorities  

 

 

Requirements for multi - server environments  

È The installed EgoSecure ve rsion must be identical on all S ervers used. 

It must be not  lower than the version of the A gents that  connect to 

the S erver . 

È The S ervers must be in the same network  so that they can 

communicate with each other . 

ATTENTION 

 

 

Installing additional server  

 Install the same S erver version as the already installed server . 

For details about the Server installation, see the EgoSecure Installation Guide . 

 During the installation, specify the same domain controller, SQL database, and 

database user as during the first installation . 

https://help.matrix42.com/@api/deki/files/2979/EgoSecure_Installation_Guide.pdf
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 The new  Server appears in Console und er Administr ation | Server s | EgoSecure 

server s .  

Server connection -  order and priorit y  

In a multi - server enviro nment, an A gent attempts to connect to an available server in 

the following order :  

 

1.  Favo rite  Server : An attempt to establish a connection with the favorite  Server.  

2.  IP range : If the favorite S erver is not defined or not available, it searches for the  

Server with a defined  IP range and verifies  whether the A gent is in this  range.  

3.  Priority / Random : If the A gent can not connect to either the favo rite  server or the 

primary IP range server, it tries  to connect to the  Server with the highest priority. If 

Random selection  is selected in the Server selection method  drop -down , the 

Server is selected  random ly  instead of  the priority  principle . 

Assigning favorite Server  

 Go to  Installation | EgoSecure agents | Install /Update . 

 Select an Agent from the list. To multi - select, hold down Ctrl  and click . 

 Right -click an Agent and select Favorite  Management Server | [Server  name]  

from the context menu . 

 The selected Server appears  in the Favorite s erver  column .   

Assigning Server IP range  

 Go to  Administration | Server s | EgoSecure server s . 

 Double -click a server entry in the Primary IP - range  column . 

 The column for this server is ready for editing . 

 Specify an IP range, to which A gent s must belong t o connect to the S erver.  Only IP 

addresses of the Ipv4 format are supported.  

You can use the asterisk symbol as a wildcard. E xample : 192.168.1.* , where *  is 

any value from 0 to 255.  

It  is also  possib le to set IP - range via en dash ( e.g. : 192. 168.10.10 -

192.168.10.200 ) or via CIDR Notation ( e.g. :  192.168.20.0/24 ) .  

 To add more than one IP  address or  range  for the Server, divide them with the 

semicolon ( ; )  without space s. 

 Click Save .  

 All A gents that have IP addresses in the spec ified range can con nect to the Server if 

the favorite S erver is unreachable or undefined . 

Enabling/ disabling s erver  priority  

 Go to Administration | Server s | EgoSecure servers . 
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 In the  Server selection method  drop -down, select an option. Th is setting applies 

only if no favori te server is defined for the Agent and the Agent is not in the Server IP 

range :       

È By priority : Server  selection occurs according to priority/order in  the list   

È Random selection : Server selection occurs automatically ( randomly )  

 

Figure 24 . Selecting S erver according to priority/order  

 Click Save .  

Setting a priority for a server  

 Go to Administration | Server s | EgoSecure servers . 

 In the EgoSecure servers list  work area, right -click a server . 

 Select Up  or Down  from the context menu . 

 The Server moves in the list and the value of the Priority  column changes . 

 Click Save .  

 The setting applies . 

Configuring Cloud - Connect Server  

EgoSecure Cloud -Connect Server (ES CCS) is an architecture element, which allows to 

manage computers/devices when they are outside a corporate network. The main idea is 

to install and deploy the main EgoSecure Server (ES Server) in the corporate LAN and 

connect the Agents to this main server. As soon as a part of the Agents is outside the 

corporate network, they conne ct to ES Server via ES CCS. ES CCS can be installed in the 

local network (e.g.: in the DMZ) or in the Internet . 
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Requirements for Cloud - Connect S erver  environment  

Þ Enabled  SSL. For details, see : Configuring SSL  

Þ Enabled  Polling mode  (auto o r permanent ly )  

Þ Disabled HTTPS protocol. Communication via CCS is performed only using a default 

XML protocol .  

Installing ES CCS  

!  There must be no  EgoSecure Agent on the computer with ES CCS.  

 Launch the ESCloudConnectSetup.e xe  file.  

 Select the installation language and click OK . 

 The welcome dialog appears . 

 Click Next . 

 Change  the location for the Cloud -Connect Server , if necessary , and click Next . 

 Specify the ports used on the Cloud -Connect Server :  

a.  Port for connecting servers : a port for incoming connections from EgoSecure 

Servers (default: 8005).  

b.  Port for connecting clients : a port for incoming connections from EgoSecure 

clie nt applications (default: 8010) . 

 Click Next . 
































































































































































































































































































































































































































































































