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Configuring 8x8 SAML SSO with Microsoft ADFS

Using this Document

This document is designed for IT administrators who need to configure Single Sign-on between Microsoft
ADFS and 8x8 Virtual Office apps.

Overview

Configuring 8x8 SAML with Microsoft ADFS involves:

1 Installation of Microsoft Active Directory Federation Service (ADFS) 3.0
Configuration of Microsoft ADFS

General ADFS Setup

Configuration of 8x8 Account Manager

Creation of ADFS Relying Party Trust

Configuration of ADFS Claim Rules
Logging into ADFS

=A =4 =4 -4 -4 -

ADFS is an identity provider for Windows, so it provides a Security Token Service (STS) that creates
and issues SAML tokens to authenticated users. Claims based authenticatias an industry standard
security protocoto authenticate users.

Install ADFS on Windows Server 2012 R2

ADFS installs as a Windows Server 2012 R2 server role and does not require any additional download.
The installation uses thedbdAdd Roles and Features Wi :

To start the Add Roles and Features Wizard:

1. Open the Server Manager on the server. Under Manage menu, select Add Roles and Features.

Manage Tools View

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties



http://technet.microsoft.com/en-us/library/hh831747.aspx
http://en.wikipedia.org/wiki/Claims-based_identity
http://en.wikipedia.org/wiki/Claims-based_identity
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2. The wizard initiates by opening Before you begin Dialog box. Click Next to proceed to
Installation Type page.

3. Select Role-based or Feature-based Installation as shown below.

Select Installation Type

Before You Begin Select the installation type.

@ Role-based or Feature-based Installation

Selection
Server Roles Configure your server by adding roles, role services, and features to selected servers.
S 5
Features

" Scenario-based Installation

Confirmation
Start a scenario-based installation of Remote Desktop Services by selecting servers for
each logical part of a multi-server distributed Joad. Scenario-based i 4
applies only to Remote Desktop Services.

Next > I Install I Cancel I

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection - - ) ) A Active Directory Federation Services
| [ Active Directory Domain Services 1 (ADFS) provides simplified, secured
| identiy federation and Web single
Features B LS i B
Shh | O Active Directory Lightweight Directory Services sign-on (550). capabilities. AD FS
AD ES i S includes a Federation Service that
[ Active Directory Rights Management Services Snables hrowser-based Web SSO;
Confirmation [] Application Server
[] DHCP Server
] DNS Server =
[[] Fax Server
‘ p [®] File and Storage Services (1 of 12 installed)
[ Hyper-v
] Network Policy and Access Services

[] print and Document Services —

[[] Remote Access

[] Remote Desktop Services

[[] Volume Activation Services

< Previous Next > Install Cancel

5. You do not need to add any additional features. Remember that the 1IS dependency was
removed in ADFS 2012 R2
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Select features
Before You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Selection

NET Framework

atures|
b [W] .NET Framework 4.5 Features (2 of 7 installed)
v [ Background Intelligent Transfer Service (8ITS) B
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[J BranchCache
[ Client for NFS
[[] Data Center Bridging
[] Direct Play
[] Enhanced Storage
[] Failover Clustering

Server Roles

ADFS

Confirmation

[ Group Policy Management
] 1S Hostable Web Core
[] Ink and Handwriting Services

< " HE

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

[[<previous | [ New> | |

Install AH Cancel I

Once the feature installation is complete, proceed to the configuration of the ADFS service

Configure the federation service on this server.
i)

Installation progress

View instaliation progress

© Festure instatiation

Confi

g required. |

Active Directory Federation Services
it steps are required to config
Configure the federation service on this server.

Export configuration settings

d on VSERVEROG fserverd.com.,

Active Dicectory Federation Services on this machine.

7 You can close this wizard without interrupting running tasks, View task progress or open this
page again by dicking Notifications in the command bar, and then Task Details.

[ <Previows | [ Nemt> |

| Close

|| cancel
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Configuration of ADFS 3.0

To configure ADFS 3.0, we need to configure the ADFS server and create the identity provider Security
Token Service (STS).

Before you begin the ADFS configuration wizard, you must have the following:

1 Access to Domain Admin Credentials.
1 Installed the 3 party certificate for SSL server authentication.

Additionally a group managed service account is also pre-created.

You have two options:

1 Create the first federation server in a federation server farm.
i Add a federation server to a federation server farm.

[ Active Directory Federation Services Configuration Wizard M

Before you begin configuration, you must have the following:
¢ An Active Directory domain administrator account

* A publicly trusted certificate for SSL server authentication,

Select an option below:
®) Create the first federation server in a federation server farm

) Add a federation server to a federation server farm

Next > f — l Cancel

1. In the first panel of the ADFS Configuration Wizard, specify the AD account that has permissions
to perform the federation service configuration.
Note: This account must be of the type domain administrator.

2. Use Domain\Administrator account.

3. Select the SSL certificate that you will use and also provide the ADFS name selected in the
design process. In this case the name is adfs.example.com. Clients will use the same name on
the Intranet and Internet to locate ADFS. Provide your chosen display name and click Next.

4. You can also use a GMSA (Group Managed Service Account) as the ADFS service account.

GMSA will automatically updatethe ser vi ce accountds credenti al s.
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= Active Directory Federation Services Configuration Wizard [-[=

Specify Service Properties

e SSL Certificate: B [+] [ import. |
Specify Service Properties i
s Account Federation Service Name: adis.- |'

Example: fs.contoso.com

Users will see the display name at sign in

Example: Contoso Corporation

Next > Configure Cancel

< Previous

5. Inthe next step, we specify a service account for the ADFS service. This should be a domain
user account and requires no special permissions.

6. You may get a warning that you cannot use a Group Managed Service Account. This is because
your test domain is not currently configured to support them. For more information about Group
Managed Service Accounts, check out this link.
http://blogs.technet.com/b/askpfeplat/archive/2012/12/17/windows-server-2012-group-managed-
service-accounts.aspx.

7. Select the type of database you would like to use from the following options:
a. Create a database on this server using Windows Internal Database
b. Specify the location of the SQL Server database.

Note: If you choose to use the Windows Internal Database, you can migrate the configuration and
artifact databases to SQL at a later point in time.

i Active Directory Federation Services Configuration Wizard [= ==

Specify Configuration Database

Specify a database to store the Active Directory Federation Service configuration data

(®) Create a database on this server using Windows Internal Database.

_) Specify the location of a SQL Server database.

Database Host Name:

Database Instance:

< Previous Next > nfigure Cancel



http://blogs.technet.com/b/askpfeplat/archive/2012/12/17/windows-server-2012-group-managed-service-accounts.aspx
http://blogs.technet.com/b/askpfeplat/archive/2012/12/17/windows-server-2012-group-managed-service-accounts.aspx
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8. Review the options and ensure the ADFS pre-requisite checks are done before proceeding with
the configuration.

Create a DNS A Record

To configure Microsoft ADFS, you must create a DNS A record to support the Federation Service name.

In this case youwilln e e d Aa nr @ c opoidts tb youar federation service, https://adfs.example.com, at
the ADFS server IP address X.X.x.X.

You must create the DNS record for the ADFS instance. This maps to the ADFS namespace that we
previously planned. Create this A record in your internal DNS infrastructure. Once the DNS record has
been created and propagated ensure that it resolves correctly.

adfs1 Properties |2 [

' Host (A; 1§ecunty |

Host (uses parent domain if left blank):

= |

Fully qualified domain name (FQDN):
om |

IP address:
| |

[#] Update aeeociated pointer (PTR) record

| ok || Cancel || Appiy

Verify Federation Service Metadata

1. Open Internet Explorer from Web Application Proxy or any Server on the Domain and navigate to
your ADFS serverbés federation metadata URL.

2. Change the FQDN to match your environment.
https://adfs.example.com/federationmetadata/2007-06/federationmetadata.xml



https://adfs.example.com/federationmetadata/2007-06/federationmetadata.xml
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Verify ADFS Sign-In Page
1.

2. The URL will be similar to what is shown below. Change

https://adfs.example.com/adfs/Is/idpinitiatedsignon.htm

At the prompt, click Sign in.
€5

You are not signed in. Sign in to this site.

© 2013 Microsoft

Browse to the ADFS sign-in page and test that you are able to authenticate.

the FQDN to match your organization.
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General ADFS Setup

This procedure uses ADFS 3.0 and shows adfs.example.com as the ADFS website. Replace this with
your ADFS website address.

1. Log into the ADFS server and open the management console.
2. Right-click Service and choose Edit Federation Service Properties.

L

W File Action View Window Help

&= 7=

| ADFS Service
B |2 Sep=
= Edit Federation Service Properties... .
b & Tr : e Overvie
b LAY Revoke All Proxies
) ntains several ss
View b ntsinclude endp
MNew Window from Here Yore
Refresh S Help
Help

3. Confirm that the General settings match your DNS entries and certificate names. Take note of the
Federation Service Identifier, since that is used in the 8x8 SAML 2.0 configuration settings.

Federation Service Properties -

General | Organization I Events

Federation Service display name:
|Bxﬂ| Federation Services |

Example: Fabrikam Federation Service

Federation Service name:

|adfs.example.com |

Example: fs fabrikam.com

Federation Service identifier:
|h1'tp ./ /adfs.example.com/adfs/services./trust |

Example: http:/ s fabrikam com/adfs/servicesArust

Web S50 lfetime: 480 |2 minutes

ok [ canee ] [ o]

4. Browse to the certificates and export the Token-Signing certificate.
a. Right-click the certificate and select View Certificate.
b. Select the Details tab.
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c. Click Copy to File.

5. The Certificate Export Wizard launches.

a. Select Next.

b. EnsureNo, do not export the private keys selecéd, and then clicklext
c. SelectDER encoded binary X.509 (.cexid then clickext

d. Seletwhere you want to save the file and give it a name. Qliekt.

e. SelectFinish

8x8 Account Manager requires that this certificate be in PEM format. You can convert this certificate
using client tools or even online tools such as:

SSL Shoppehtfps://www.ssIshopper.com/sstonverter.htm).
Use the DER/Binary certificate we just created and export it to Standard PEM format.

G ADFS - [=[=T]
ﬂ@ File Action View Window Help

«= =5 BF

| ADFS
a || Service
_| Endpoints
_| Certificates
| Claim Descriptions
B || Trust Relationships
I+ [ | Authentication Policies

Certificates

Subject Effective Date Expiration Date ~ Status
Service communications

B8 CN=ad... CN=Go Daddy Secur...  5/20/2015 5/20/2017

Token-decrypting
[EICN=A  CN=ADFS Encryption
Token-signing

Issuer Primary

5/20/2015 5/19/2016 Primary

Actions
Certificates
Add Token-Signing Certificate...
Add Token-Decrypting Certificate...
Set Service Communications Certificate...

View

[EICN=A.. CN=ADFS Signing-a... 5/20/2015 5/15/2016 Primary Mew Window from Here

Refresh

Set up SAML 2.0 in Account Manager

Setting up Single Sign-On in Account Manager: If not already active, contact 8x8 Virtual Office
Administrator to activate the SAML 2.0 Single Sign-On plugin.

The admin must set up Single Sign-On and specify the Identity Provider used by the company.

Defining Federated ID in User Profilesd is an optional step. If the 8x8 user name is not a unique email
address, then you must add Federation ID (for SAML).

Customers with Identity Management Systems like Microsoft ADFS require their employees to be able to
authenticate to 8x8 apps using their company user name instead of an 8x8 user name and password.

In this release, we support SAML 2.0. Single Sign-On (SSO) for the following 8x8 applications that use
the shared 8x8 login web page.
9 Virtual Office Online
Virtual Office Desktop
Virtual Office Mobile
Virtual Contact Center
Account Manager
Switchboard Pro
Virtual Office Analytics

=A =4 =4 -4 -4 -4
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With support for federated SSO, users can log in to 8x8 applications through their company's identity
management system.

Setting up Single Sign-On for ADFS

1. Log in to Account Manager.
2. Navigate to Accounts tab.
3. Select Single Sign-On option from the navigation menu.

ACCOUHT Manager Company Name: Specialty Coo
% 8)(8. Inc. Welcome, Sarah Thomas | Sign Cut

Email: 1@8x8.com

Edit My Profile

HOME | PHOME SYSTEM | BILLING | REPORTING | ORDERS | ACCOUNTS | SUPPORT | VIRTUAL OFFICE ONLINE

Home = Accounts = Single Sign On E
Single Sign On
ACCOUNTS
> User Profiles Authentication methods

2 Privilege:

¥/ 5x8 Username and Password

# Single Sign On @
? Contact Directory

SAM
? Single Sign On ) SAML
¥ Analytics Privieges Google

User Mapping Field | Automatically selected v @

Coovriaht 2015 8x8. Inc.  www.Bx8.com | Refemals | Privacy | Temns & Conditions | Contact Us | Feedback

4. Select an Identity Provider.
5. Select SAML: Allows users to log in to 8x8 applications by signing via SAML Identity Provider.
6. Select the User Mapping Field that maps each user from your SAML Identity Provider directory
to 8x8.The system begins by matching via 8x8 Username.
8x8 UsernameThe system maps via 8kBername
7. Federation ID: For SAML, 8x8 maps via Federation ID.
8. Save these settings.
If you selectedBAML, you must specify the following:
9. Sign in URL: Enter theUser authentication URL provided by Identity Provider (IDP)
For ADF#his is https://adfs.example.com/adfs/Is/idpinitiatedsignon.aspx

10. Sign-Out URL: User sign out URL provided by IDP. This is the landing page when you log off
from an 8x8 application. The input for this field is optional.

11. Issuer URL: IDP identifier: This is the Federation Service ldentifier from the Federation Service
Properties in ADFS Management Services under the General Tab.
(http://adfs.example.com/adfs/services/trust).

12. Identity Provider Certificate: You may receive this information from the Identity Management.
Token-Signing certificate in PEM format.

13. Browse to locate the certificate file and upload.

10


https://adfs.example.com/adfs/ls/idpinitiatedsignon.aspx

14. Save the settings. This completes the configuration of SAML 2.0 Federated SSO.
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Account Manager Company Name: pmaaam—
% 8x8,Inc. Welcome, Mumm————— | 500 CUT
Email: Account: | Business v
Edit My Frofile
HOME | PHONE SYSTEM | BILLING | REPORTING | ORDERS | ACCOUNTS | SUPPORT | VIRTUAL OFFICE ONLINE
Home > Accounts > Single Sign On > SAML config Enter keyword EX
SAML Single Sign on @ Help
ACCOUNTS
» Privieges
> Gommunication Sign In URL* hitps @ e
Preferences . @
» Contact Directory SINETL
» Single Sign On Issuer URL* hitp://adfs . c om/adfsiservic esstrust (7]
Identity Provider Certificate *
Issuer CN=ADFS Signing - adfs1.8xBair.com
Current Certificate Valid From 2015-05-20-15:51:02:PM
Valid Til 2016-05-19-15:51:02:PM
*=Indicates Required Fields

The certificate file is validated and notifies you of any errors.

Defining Federated ID

If your company does not use unique email addresses for 8x8 username, you must map Virtual Office

User with the Identity Provider using Federated ID.

After selecting the Identity Provider during Single Sign-On configuration, navigate to user profiles and

populate the required mapping field in the user profile.

oo wLh =

Navigate to Accounts.

Select to view User Profiles.

Based on the choice of identity provider, the corresponding mapping field shows.
For SAML, Federated ID is added.

From the list, edit the desired user profile to add the mapping field data.

For SAML, populate Federated ID.

STEM | BILLING | REPORTING | ORDERS | ACCOUNTS | SUPPORT | VIRTUAL OFFICE ONLINE

Prafiles Enter keyword
N Update User Profile .
User Profiles & @ Hep
Crezte and edit user ¢ First Name * Biren
features including ext Last Hame * =  View
Nickname — e or show columns, and create additional
. fields by clicking Edit Viewable / Hidden Fields
Email Address * Imartinez@8x8.com
Job Title Director Technical Programs
Department Engnesring
First [4] 1-83 of 85 [} Location San Jose: User Profiles Per Page |All [+
User Name * 8x8.1087
Employee ID 537901 S
(Custom Fiekd) -
Employee Hire Date 5/12/2010 ar *Ext: 1082
{Custom Fiekd)
Favorite Color n «Ext: 1089
Federation ID bpatel@8x8.com I 32 <Ext: 1098
TI0EEE2000]
«Ext: 1028
*=Indicates Required Fislds JExt 1041
Save «Ext: 1087 bpatel@ExE
Branch Frivileges BRUCE.FAITHWICK4@YAHOO.COM
< b

Craste and edit multiple profiles st onca by downloading the csv template, enter data in appropriate columns
and then upload using the link to the right. @

11
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Add a Relying Party Trust to ADFS

1.

U A

Manual configuration of the relying party appears to be easier to implement for 8x8 SAML 2.0.

Open the ADFS Management console and select Relying Party Trusts.

% File Action View Window Help

= #[F]

71 ADFS
b ] Service
4 [ | Trust Relationships
] Claims Provider Trusts

& Relyip= R R
] Attri  Add Relying Party Trust...

Select Add Relying Party Trusté from the top right corner of the window.
The add wizard appears.

Click Start to begin.

Select Enter Data about Relying Party manually. Click Next.

PO p—

Select Data Source

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure Certificate
@ Configure URL

@ Configure Identfiers

@ Configure Muttifactor
Authentication Now?

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this relying party:

O Import data about the relying party published online or on a local network

Use this option to import the necessary data and certificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):
l |
Example: fs.contoso.com or https://www .contoso.com/app

O Import data about the relying party from a file

Use this optlon to mpoﬂhenemarydata and certificates from a relying party organization that has
to afile. Ensure that this file is from a trusted source. This wizard will not

valadaethesoumeoﬂheﬁle
Federation metadata file location:
l ] Browse.. i
® Enter data about the relying party manually
Use this option to manually input the necessary data about this relying party organization.
<Previous | | Net> |[ Cancel

12



6.

o

10.
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Add a display name suchas 8 x 8 Feder at iamdenteBany notesoy@uavant.

Click Next.
Select ADFS 2.0/3.0 Profile.

Do not select a token encryption certificate.
It will use the certificate that is defined on the service that has already been exported. Defining a
certificate here will prevent proper communication with 8x8 Account Manager.

Do not enable any settings on the Configure URL.

13












